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Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the
operation of semiconductor products and application examples. You are fully responsible for the incorporation or any
other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims
any and all liability for any losses and damages incurred by you or third parties arising from the use of these circuits,
software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims
involving patents, copyrights, or other intellectual property rights of third parties, by or arising from the use of Renesas
Electronics products or technical information described in this document, including but not limited to, the product data,
drawings, charts, programs, algorithms, and application examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property
rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part.
Renesas Electronics disclaims any and all liability for any losses or damages incurred by you or third parties arising from
such alteration, modification, copying or reverse engineering.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High
Quality". The intended applications for each Renesas Electronics product depends on the product’s quality grade, as
indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual
equipment; home electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale
communication equipment; key financial terminal systems; safety control equipment; etc.
Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics
data sheet or other Renesas Electronics document, Renesas Electronics products are not intended or authorized for use in
products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems;
surgical implantations; etc.), or may cause serious property damage (space system; undersea repeaters; nuclear power
control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any
and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas
Electronics product that is inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas
Electronics document.

6. When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application
notes, “General Notes for Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that
usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating
power supply voltage range, heat dissipation characteristics, installation, etc. Renesas Electronics disclaims any and all
liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products,
semiconductor products have specific characteristics, such as the occurrence of failure at a certain rate and malfunctions
under certain use conditions. Unless designated as a high reliability product or a product for harsh environments in a
Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are not subject to
radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of
bodily injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of
Renesas Electronics products, such as safety design for hardware and software, including but not limited to redundancy,
fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures.
Because the evaluation of microcomputer software alone is very difficult and impractical, you are responsible for
evaluating the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental
compatibility of each Renesas Electronics product. You are responsible for carefully and sufficiently investigating
applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation,
the EU RoHS Directive, and using Renesas Electronics products in compliance with all these applicable laws and
regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your
noncompliance with applicable laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose
manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or regulations. You shall comply
with any applicable export control laws and regulations promulgated and administered by the governments of any
countries asserting jurisdiction over the parties or transactions.

10. It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes,
disposes of, or otherwise sells or transfers the product to a third party, to notify such third party in advance of the contents
and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written
consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this
document or Renesas Electronics products.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its

directly or indirectly controlled subsidiaries.

(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1 November 2017)




General Precautions

. Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately
degrade the device operation. Steps must be taken to stop the generation of static electricity as much as possible, and
quickly dissipate it when it occurs. Environmental control must be adequate. When it is dry, a humidifier should be
used. This is recommended to avoid using insulators that can easily build up static electricity. Semiconductor devices
must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a
wrist strap. Semiconductor devices must not be touched with bare hands. Similar precautions must be taken for
printed circuit boards with mounted semiconductor devices.

. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are
indeterminate and the states of register settings and pins are undefined at the time when power is supplied. In a
finished product where the reset signal is applied to the external reset pin, the states of pins are not guaranteed from
the time when power is supplied until the reset process is completed. In a similar way, the states of pins in a product
that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the
power reaches the level at which resetting is specified.

. Input of signal during power-off state

Do not input signals or an I/O pull-up power supply while the device is powered off. The current injection that results
from input of such a signal or I/O pull-up power supply may cause malfunction and the abnormal current that passes
in the device at this time may cause degradation of internal elements. Follow the guideline for input signal during
power-off state as described in your product documentation.

. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input
pins of CMOS products are generally in the high-impedance state. In operation with an unused pin in the open-circuit
state, extra electromagnetic noise is induced in the vicinity of the LSI, an associated shoot-through current flows
internally, and malfunctions occur due to the false recognition of the pin state as an input signal become possible.

. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the
clock signal during program execution, wait until the target clock signal is stabilized. When the clock signal is
generated with an external resonator or from an external oscillator during a reset, ensure that the reset line is only
released after full stabilization of the clock signal. Additionally, when switching to a clock signal produced with an
external resonator or by an external oscillator while program execution is in progress, wait until the target clock
signal is stable.

. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device
stays in the area between Vi (Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take
care to prevent chattering noise from entering the device when the input level is fixed, and also in the transition
period when the input level passes through the area between V| (Max.) and Viy (Min.).

. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of
functions. Do not access these addresses as the correct operation of the LSI is not guaranteed.

. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the
change will not lead to problems. The characteristics of a microprocessing unit or microcontroller unit products in the
same group but having a different part number might differ in terms of internal memory capacity, layout pattern, and
other factors, which can affect the ranges of electrical characteristics, such as characteristic values, operating
margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number,
implement a system-evaluation test for the given product.




1.  About this Document

This manual describes the functions and electrical characteristics of the Renesas Synergy™ Microcontroller.

Preface

This manual is generally organized into an overview of the product, descriptions of the CPU, system control functions,
peripheral functions, electrical characteristics, and usage notes. This manual describes the product specification of the
microcontroller (MCU) superset. Depending on your product, some pins, registers, or functions might not exist. Address

space that store unavailable registers are reserved.

2. Audience

This manual is written for system designers who are designing and programming applications using the Renesas Synergy
Microcontroller. The user is expected to have basic knowledge of electrical circuits, logic circuits, and the MCU.

3. Renesas Publications

Renesas provides the following documents for the Renesas Synergy Microcontroller. Before using any of these
documents, visit renesassynergy.com/docs for the most up-to-date version of the document.

Component

Document type

Description

Microcontrollers

Datasheet

Features, overview, and electrical characteristics of the MCU

User’s Manual: Microcontrollers

MCU specifications such as pin assignments, memory maps, peripheral
functions, electrical characteristics, timing diagrams, and operation
descriptions

Application Notes

Technical notes, board design guidelines, and software migration information

Technical Update (TU)

Preliminary reports on product specifications such as restriction and errata

User’s Manual: Software

Quick Start Guide

Software Datasheet Functional descriptions and specific performance data for software modules
that are included in Renesas Synergy Software Package (SSP)
User’s Manual: Software API reference including SSP architecture and programming information
Application Notes Project files, guidelines for software programming, and application examples
to develop embedded software applications
Tools & Kits, User’s Manual: Development Tools | User’s manual and quick start guide for developing embedded software
Solutions applications with Development Kit (DK), Starter Kit (SK), Promotion Kit (PK),

Target Board Kit (TB), Product Examples (PE), and Application Examples (AE)

Application Notes

Project files, guidelines for software programming, and application examples
to develop embedded software applications



http://renesassynergy.com/docs

4. Numbering Notation

The following numbering notation is used throughout this manual:

Example Description
011b Binary number. For example, the binary equivalent of the number 3 is 011b.
1Fh Hexadecimal number. For example, the hexadecimal equivalent of the number 31 is described 1Fh. In
some cases, a hexadecimal number is shown with the prefix 0x, based on C/C++ formatting.
1234 Decimal number. Decimal numbers are generally shown without a suffix.

5. Typographic Notation

The following typographic notation is used throughout this manual:

Example

Description

ICU.NMICR.NMIMD

Periods separate a function module symbol (ICU), register symbol (NMICR), and bit field symbol
(NMIMD)

ICU.NMICR

A period separates a function module symbol (ICU) and register symbol (NMICR)

NMICR.NMIMD

A period separates a register symbol (NMICR) and bit field symbol (NMIMD)

NFCLKSEL[1:0]

In a register bit name, the bit range enclosed in square brackets indicates the number of bits in the field
at this location. In this example, NFCLKSEL[1:0] represents a 2-bit field at the specified location in the
NMI Pin Interrupt Control Register (NMICR).

6. Unit Prefix

The following unit prefixes are sometimes misleading. Those unit prefixes are described throughout this manual with the

following meaning:

Prefix Description
Bit
B Byte. This unit prefix is generally used for memory specification of the MCU and address space.
k 1000 = 103. k is also used to denote 1024 (210) but this unit prefix is used to denote 1000 (103)
throughout this manual.
K 1024 = 210, This unit prefix is used to denote 1024 (219) not 1000 (103) throughout this manual.

7. Special Terms

The following terms have special meanings:

Term

Description

NC

Not connected pin. NC means the pin is not connected to the MCU.

Hi-Z

High impedance




8. Register Description

Each register description includes both a register diagram that shows the bit assignments and a register bit table that
describes the content of each bit. The example of symbols used in these tables are described in the sections that follow.
The following is an example of a register description and associated bit field definition.

X.X. X NMI Pin Interrupt Control Register (NMICR)

Address(es):GCU.NMlCR 4000 6100h )7 (1)
( b7 b6 b5 b4 b3 b2 b1 b0 >7 (2)

NFhTE — |NFCLKSEL[1:0]| — — — |NMIMD
Value after reset:( 0 0 0 I 0 0 0 0 0 (3)
(6)
@ — 1
/ .
Bit (Symbol \ /Bit name \ Description /RIW \
b0 NMIMD NMI Detection Set 0: Falling edge R/W
1: Rising edge.
b3 tob1| — Reserved These bits are read as 0. The write value should be 0. R/W
b5, b4 | NFCLKSEL[1:0] || NMI Digital Filter Sampling Clock | bs b4 R/W
[1:0] oot Ping 0 0: PCLKB
0 1: PCLKB/8
1 0: PCLKB/32
1 1: PCLKB/64.
b6 — Reserved This bit is read as 0. The write value should be 0. R/W
b7 NFLTEN NMI Digital Filter Enable 0: Disable the digital filter R/W
\ ) \ ) 1: Enable the digital filter. \ Y,

(1) Function module symbol, register symbol, and address assignment

Function module symbol, register symbol, and address assignment of this register are generally expressed. [CU.NMICR
4000 6100h means NMI Pin Interrupt Control Register (NMICR) of Interrupt Controller Unit (ICU) is assigned to
address 4000 6100h.

(2) Bit number

This number indicates the bit number. These bits are shown in order from b31 to b0 for a 32-bit register, from b15 to b0
for a 16-bit register, and from b7 to b0 for an 8-bit register.

(3) Value after reset

This symbol or number indicates the value of each bit after a reset. The value is shown in binary unless specified
otherwise.

0: Indicates that the value is 0 after a reset.

1: Indicates that the value is 1 after a reset.

x: Indicates that the value is undefined after a reset.

(4) Bit symbol
Bit symbol indicates the short name of the bit field. Reserved bit is expressed with a —.

(5) Bitname
Bit name indicates the full name of the bit field.

(6) R/W

The R/W column indicates access type: whether the bit field is read or write.

R/W: The bit field is read and write.

R/(W): The bit field is read and write. But writing to this bit field has some limitations. For details on the limitations,
see the description or notes of respective registers.

R: The bit field is read-only. Writing to this bit field has no effect.

W: The bit field is write-only. The read value is undefined.




9. Abbreviations

Abbreviations used in this manual are shown in the following table:

Abbreviation

Description

AES Advanced Encryption Standard
AHB Advanced High-Performance Bus
AHB-AP AHB Access Port

APB Advanced Peripheral Bus

ARC Alleged RC

ATB Advanced Trace Bus

BCD Binary Coded Decimal

BSDL Boundary Scan Description Language
DES Data Encryption Standard

DSA Digital Signature Algorithm

ECC Elliptic Curve Cryptography

ETB Embedded Trace Buffer

ETM Embedded Trace Macrocell

FLL Frequency Locked Loop

FPU Floating-Point Unit

GSM Global System for Mobile communications
HMI Human Machine Interface

IrDA Infrared Data Association

LSB Least Significant Bit

MSB Most Significant Bit

NVIC Nested Vector Interrupt Controller
PC Program Counter

PFS Port Function Select

PLL Phase Locked Loop

POR Power-On Reset

PWM Pulse Width Modulation

RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

S/H Sample and Hold

SP Stack Pointer

SWD Serial Wire Debug

SW-DP Serial Wire-Debug Port

TRNG True Random Number Generator
UART Universal Asynchronous Receiver/Transmitter




10. Proprietary Notice

All text, graphics, photographs, trademarks, logos, artwork and computer code, collectively known as content, contained
in this document is owned, controlled or licensed by or to Renesas, and is protected by trade dress, copyright, patent and
trademark laws, and other intellectual property rights and unfair competition laws. Except as expressly provided herein,
no part of this document or content may be copied, reproduced, republished, posted, publicly displayed, encoded,
translated, transmitted or distributed in any other medium for publication or distribution or for any commercial
enterprise, without prior written consent from Renesas.

Arm® and Cortex® are registered trademarks of Arm Limited. CoreSight™ is a trademark of Arm Limited.
CoreMark® is a registered trademark of the Embedded Microprocessor Benchmark Consortium.
Magic Packet™ is a trademark of Advanced Micro Devices, Inc.

SuperFlash® is a registered trademark of Silicon Storage Technology, Inc. in several countries including the United
States and Japan.

Other brands and names mentioned in this document may be the trademarks or registered trademarks of their respective
holders.

11. Website and Support

Visit the following vanity URLs to learn about key elements of the Synergy Platform, download components and related
documentation, and get support.

Synergy Software renesassynergy.com/software
Synergy Software Package renesassynergy.com/ssp
Software add-ons renesassynergy.com/addons
Software glossary renesassynergy.com/softwareglossary
Development tools renesassynergy.com/tools

Synergy Hardware renesassynergy.com/hardware
Microcontrollers renesassynergy.com/mcus
MCU glossary renesassynergy.com/mcuglossary
Parametric search renesassynergy.com/parametric
Kits renesassynergy.com/kits

Synergy Solutions Gallery renesassynergy.com/solutionsgallery
Partner projects renesassynergy.com/partnerprojects
Application projects renesassynergy.com/applicationprojects

Self-service support resources:

Documentation renesassynergy.com/docs
Knowledgebase renesassynergy.com/knowledgebase
Forums renesassynergy.com/forum

Training renesassynergy.com/training

Videos renesassynergy.com/videos

Chat and web ticket renesassynergy.com/support
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12. Feedback on the Product

If you have any comments or suggestions about this product, go to renesassynergy.com/support.

13. Feedback on Content

If you have any comments on the document such as general suggestions for improvements, go to
renesassynergy.com/support, and provide:

- The title of the Renesas Synergy document

- The document number

- If applicable, the page number(s) to which your comments refer

- A detailed explanation of your comments.
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ENESANS

S3A7 Microcontroller Group

User’s Manual

High efficiency 48-MHz Arm® Cortex®-M4 microcontroller, up to 1-MB code flash memory, 192-KB SRAM, Segment LCD
Controller, Capacitive Touch Sensing Unit, USB 2.0 Full-Speed Module, 14-bit A/D Converter, 12-bit D/A Converter,

security and safety features

Features

m Arm Cortex-M4 Core with Floating Point Unit (FPU)
Armv7E-M architecture with DSP instruction set

Maximum operating frequency: 48 MHz

Support for 4-GB address space

Arm Memory Protection Unit (Arm MPU) with 8 regions
Debug and Trace: ITM, DWT, FPB, TPIU, ETB

CoreSight™ Debug Port: JTAG-DP and SW-DP

= Memory

Up to 1-MB code flash memory

16-KB data flash memory (100,000 program/erase (P/E) cycles)
Up to 192-KB SRAM

Flash Cache (FCACHE)

Memory Protection Unit (MPU)

Memory Mirror Function (MMF)

128-bit unique ID

m Connectivity

e USB 2.0 Full-Speed Module (USBFS)
- On-chip transceiver with voltage regulator
- Compliant with USB Battery Charging Specification 1.2
Serial Communications Interface (SCI) x 6
- UART
- Simple I1IC
- Simple SPI
Serial Peripheral Interface (SPI) x 2
12C bus interface (IIC) x 3
Controller Area Network (CAN) module
Serial Sound Interface (SSI) x 2
SD/MMC Host Interface (SDHI)
Quad Serial Peripheral Interface (QSPI)
IrDA interface
External address space
- 8- or 16-bit bus space selectable per area

= Analog

14-Bit A/D Converter (ADC14)

12-Bit D/A Converter (DAC12) x 2

High-Speed Analog Comparator (ACMPHS) x 2
Low-Power Analog Comparator (ACMPLP) x 2
Operational Amplifier (OPAMP) x 4
Temperature Sensor (TSN)

= Timers
e General PWM Timer 32-bit (GPT32) x 10
e Asynchronous General-Purpose Timer (AGT) x 2
- VBATT support
e Watchdog Timer (WDT)

m Safety

Error Correction Code (ECC) in SRAM
SRAM parity error check

Flash area protection

ADC self-diagnosis function

Clock Frequency Accuracy Measurement Circuit (CAC)
Cyclic Redundancy Check (CRC) calculator
Data Operation Circuit (DOC)

Port Output Enable for GPT (POEG)
Independent Watchdog Timer (IWDT)
GPIO readback level detection

Register write protection

Main oscillator stop detection

Illegal memory access

m System and Power Management

Low power modes

Realtime Clock (RTC) with calendar and Battery Backup support
Event Link Controller (ELC)

DMA Controller (DMAC) x 4

Data Transfer Controller (DTC)

Key Interrupt Function (KINT)

Power-on reset

Low Voltage Detection (LVD) with voltage settings

m Security and Encryption

AES128/256
GHASH
True Random Number Generator (TRNG)

m Human Machine Interface (HMI)

Segment LCD Controller (SLCDC)

- Up to 52 segments x 4 commons

- Up to 48 segments x 8 commons
Capacitive Touch Sensing Unit (CTSU)

m Multiple Clock Sources

Main clock oscillator (MOSC)

(1 to 20 MHz when VCC =2.4t0 5.5 V)
(1 to 8 MHz when VCC = 1.8 to 2.4 V)
(1 to 4 MHz when VCC =1.6to 1.8 V)

o Sub-clock oscillator (SOSC) (32.768 kHz)
o High-speed on-chip oscillator (HOCO)

(24, 32, 48, 64 MHz when VCC =2.4t0 5.5 V)

(24, 32,48 MHz when VCC=1.8t0 5.5 V)

(24, 32 MHz when VCC = 1.6 t0 5.5 V)
Middle-speed on-chip oscillator (MOCO) (8 MHz)
Low-speed on-chip oscillator (LOCO) (32.768 kHz)
IWDT-dedicated on-chip oscillator (15 kHz)

Clock trim function for HOCO/MOCO/LOCO
Clock out support

m General Purpose I/0 Ports

Up to 124 input/output pins

- Up to 3 CMOS input

- Up to 121 CMOS input/output
- Up to 10 input/output 5-V tolerant
- Up to 2 high current (20 mA)

m Operating Voltage

VCC:1.6t055V

m Operating Temperature and Packages

Ta =-40°C to +85°C

- 145-pin LGA(7 mm x 7 mm, 0.5 mm pitch)

- 121-pin BGA (8 mm x 8 mm, 0.65 mm pitch)

- 100-pin LGA (7 mm x 7 mm, 0.65 mm pitch)
Ta =-40°C to +105°C

- 144-pin LQFP (20 mm x 20 mm, 0.5 mm pitch)
- 100-pin LQFP (14 mm x 14 mm, 0.5 mm pitch)
- 64-pin LQFP (10 mm x 10 mm, 0.5 mm pitch)
- 64-pin QFN (8 mm x 8 mm, 0.4 mm pitch)
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1. Overview

1. Overview

The MCU integrates multiple series of software- and pin-compatible Arm®-based 32-bit MCUs that share a common set
of Renesas peripherals to facilitate design scalability and efficient platform-based product development.

The MCU provides an optimal combination of low power, high performance Arm Cortex®-M4 core running up to

48 MHz with the following features:

e Up to 1-MB code flash memory

e 192-KB SRAM

e Segment LCD Controller (SLCDC)

e Capacitive Touch Sensing Unit

(CTSU)

e USB 2.0 Full-Speed Module (USBFS)

e 14-bit A/D Converter (ADC14)
e 12-bit D/A Converter (DAC12)

e Security features.

1.1 Function Outline

Table 1.1 Arm core

Feature

Functional description

Arm Cortex-M4

e Maximum operating frequency: up to 48 MHz
o Arm Cortex-M4

- Revision: rOp1-01rel0

- Armv7E-M architecture profile

- Single precision floating-point unit compliant with the ANSI/IEEE Std 754-2008.

e Arm Memory Protection Unit (Arm MPU)
- Armv7 Protected Memory System Architecture
- 8 protected regions.

o SysTick timer
- Driven by SYSTICCLK (LOCO) or ICLK.

Table 1.2 Memory

Feature

Functional description

Code flash memory

Maximum 1-MB code flash memory. See section 48, Flash Memory.

Data flash memory

16-KB data flash memory. See section 48, Flash Memory.

Option-setting memory

The option-setting memory determines the state of the MCU after a reset. See section 7,

Option-Setting Memory.

Memory Mirror Function (MMF)

The Memory Mirror Function (MMF) can be configured to mirror the desired application image
load address in code flash memory to the application image link address in the 23-bit unused
memory space (memory mirror space addresses). Your application code is developed and
linked to run from this MMF destination address. The application code does not need to know
the load location where it is stored in code flash memory. See section 5, Memory Mirror

Function (MMF).

SRAM

On-chip high-speed SRAM with either parity-bit or Error Correction Code (ECC). An area in

SRAMO provides error correction capability using ECC. See section 47, SRAM.
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Table 1.3 System (1 of 2)

Feature Functional description

Operating modes Two operating modes:

e Single-chip mode

e SCI/USB boot mode.

See section 3, Operating Modes.

Resets 14 resets:

e RES pin reset

e Power-on reset

o VBATT-selected voltage power-on reset
¢ Independent watchdog timer reset
e Watchdog timer reset

* Voltage monitor O reset

* Voltage monitor 1 reset

* Voltage monitor 2 reset

o SRAM parity error reset

o SRAM ECC error reset

e Bus master MPU error reset

e Bus slave MPU error reset

e CPU stack pointer error reset

* Software reset.

See section 6, Resets.

Low Voltage Detection (LVD) The Low Voltage Detection (LVD) function monitors the voltage level input to the VCC pin, and
the detection level can be selected using a software program. See section 8, Low Voltage
Detection (LVD).

Clocks e Main clock oscillator (MOSC)

e Sub-clock oscillator (SOSC)

* High-speed on-chip oscillator (HOCO)

o Middle-speed on-chip oscillator (MOCO)
e Low-speed on-chip oscillator (LOCO)
L]
L]
L]

PLL frequency synthesizer
IWDT-dedicated on-chip oscillator
Clock out support.

See section 9, Clock Generation Circuit.

Clock Frequency Accuracy The Clock Frequency Accuracy Measurement Circuit (CAC) counts pulses of the clock to be
Measurement Circuit (CAC) measured (measurement target clock) within the time generated by the clock to be used as a
measurement reference (measurement reference clock), and determines the accuracy
depending on whether the number of pulses is within the allowable range.

When measurement is complete or the number of pulses within the time generated by the
measurement reference clock is not within the allowable range, an interrupt request is
generated.

See section 10, Clock Frequency Accuracy Measurement Circuit (CAC).

Interrupt Controller Unit (ICU) The Interrupt Controller Unit (ICU) controls which event signals are linked to the NVIC/DTC
module and DMAC module. The ICU also controls NMI interrupts. See section 14, Interrupt
Controller Unit (ICU).

Key Interrupt Function (KINT) A key interrupt can be generated by setting the Key Return Mode Register (KRM) and inputting
a rising or falling edge to the key interrupt input pins. See section 21, Key Interrupt Function
(KINT).

Low power modes Power consumption can be reduced in multiple ways, such as by setting clock dividers,

controlling EBCLK output, stopping modules, selecting power control mode in normal
operation, and transitioning to low power modes. See section 11, Low Power Modes.

Battery backup function A battery backup function is provided for partial powering by a battery. The battery-powered
area includes RTC, AGT, SOSC, LOCO, Wakeup Control, Backup Memory, VBATT_R Low
Voltage Detection, and switches between VCC and VBATT.

During normal operation, the battery powered area is powered by the main power supply, the
VCC pin. When a VCC voltage drop is detected, the power source is switched to the dedicated
battery backup power pin, the VBATT pin.

When the voltage rises again, the power source is switched from the VBATT pin to the VCC
pin. See section 12, Battery Backup Function.

Register write protection The register write protection function protects important registers from being overwritten due to
software errors. See section 13, Register Write Protection.
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Table 1.3 System (2 of 2)

Feature

Functional description

Memory Protection Unit (MPU)

Four MPUs and a CPU stack pointer monitor function are provided for memory protection. See
section 16, Memory Protection Unit (MPU).

Watchdog Timer (WDT)

The WDT is a 14-bit down-counter. It can be used to reset the MCU when the counter
underflows because the system has run out of control and is unable to refresh the WDT. In
addition, a non-maskable interrupt or interrupt can be generated by an underflow.

A refresh-permitted period can be set to refresh the counter and be used as the condition for
detecting when the system runs out of control. See section 26, Watchdog Timer (WDT).

Independent Watchdog Timer (IWDT)

The IWDT consists of a 14-bit down-counter that must be serviced periodically to prevent
counter underflow. The IWDT provides functionality to reset the MCU or to generate a non-
maskable interrupt/interrupt for a timer underflow. Because the timer operates with an
independent, dedicated clock source, it is particularly useful in returning the MCU to a known
state as a fail safe mechanism when the system runs out of control.

The IWDT can be triggered automatically on a reset, underflow, or refresh error, or by a refresh
of the count value in the registers. See section 27, Independent Watchdog Timer (IWDT).

Table 1.4 Event link

Feature

Functional description

Event Link Controller (ELC)

The ELC uses the interrupt requests generated by various peripheral modules as event signals
to connect them to different modules, enabling direct interaction between the modules without
CPU intervention. See section 19, Event Link Controller (ELC).

Table 1.5

Direct memory access

Feature

Functional description

Data Transfer Controller (DTC)

A DTC module is provided for transferring data when activated by an interrupt request. See
section 18, Data Transfer Controller (DTC).

DMA Controller (DMAC)

A 4-channel DMAC module is provided for transferring data without the CPU. When a DMA
transfer request is generated, the DMAC transfers data stored at the transfer source address
to the transfer destination address. See section 17, DMA Controller (DMAC).

Table 1.6

External bus interface

Feature

Functional description

External bus

e CS area: Connected to the external devices (external memory interface)
e QSPI area: Connected to the QSPI (external device interface).
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Table 1.7 Timers

Feature

Functional description

General PWM Timer (GPT)

The GPT is a 32-bit timer with 10 channels. PWM waveforms can be generated by controlling
the up-counter, down-counter, or the up- and down-counter. In addition, PWM waveforms can
be generated for controlling brushless DC motors. The GPT can also be used as a general-
purpose timer. See section 23, General PWM Timer (GPT).

Port Output Enable for GPT (POEG)

Use the POEG function to place the General PWM Timer (GPT) output pins in the output
disable state. See section 22, Port Output Enable for GPT (POEG).

Asynchronous General Purpose
Timer (AGT)

The AGT is a 16-bit timer that can be used for pulse output, external pulse width or period
measurement, and counting of external events.

This 16-bit timer consists of a reload register and a down-counter. The reload register and the
down-counter are allocated to the same address, and they can be accessed with the AGT
register. See section 24, Asynchronous General Purpose Timer (AGT).

Realtime Clock (RTC)

The RTC has two counting modes, calendar count mode and binary count mode, that are
controlled by the register settings.

For calendar count mode, the RTC has a 100-year calendar from 2000 to 2099 and
automatically adjusts dates for leap years.

For binary count mode, the RTC counts seconds and retains the information as a serial value.
Binary count mode can be used for calendars other than the Gregorian (Western) calendar.
See section 25, Realtime Clock (RTC).

Table 1.8

Communication interfaces (1 of 2)

Feature

Functional description

Serial Communications Interface
(SCI)

The SCl is configurable to five asynchronous and synchronous serial interfaces:

* Asynchronous interfaces (UART and asynchronous communications interface adapter
(ACIA))

* 8-bit clock synchronous interface

e Simple IIC (master-only)

e Simple SPI

e Smart card interface.

The smart card interface complies with the ISO/IEC 7816-3 standard for electronic signals and

transmission protocol.

Each SCI has FIFO buffers to enable continuous and full-duplex communication, and the data

transfer speed can be configured individually using an on-chip baud rate generator.

See section 29, Serial Communications Interface (SCI).

IrDA Interface (IrDA)

The IrDA interface sends and receives IrDA data communication waveforms in cooperation
with the SCI1 based on the IrDA (Infrared Data Association) standard 1.0. See section 30,
IrDA Interface.

12C Bus Interface (IIC)

The 3-channel IIC module conforms with and provides a subset of the NXP 12C bus (Inter-
Integrated Circuit bus) interface functions. See section 31, 12C Bus Interface (IIC).

Serial Peripheral Interface (SPI)

Two independent SPI channels are capable of high-speed, full-duplex synchronous serial
communications with multiple processors and peripheral devices. See section 33, Serial
Peripheral Interface (SPI).

Serial Sound Interface (SSI)

The SSI peripheral provides functionality to interface with digital audio devices for transmitting
PCM audio data over a serial bus with the MCU. The SSI supports an audio clock frequency of
up to 50 MHz, and can be operated as a slave or master receiver, transmitter, or transceiver to
suit various applications. The SSI includes 8-stage FIFO buffers in the receiver and
transmitter, and supports interrupts and DMA-driven data reception and transmission. See
section 36, Serial Sound Interface (SSI).

Quad Serial Peripheral Interface
(QSPI)

The QSPI is a memory controller for connecting a serial ROM (nonvolatile memory such as a
serial flash memory, serial EEPROM, or serial FeRAM) that has an SPI-compatible interface.
See section 34, Quad Serial Peripheral Interface (QSPI).

Controller Area Network (CAN)
Module

The CAN module provides functionality to receive and transmit data using a message-based
protocol between multiple slaves and masters in electromagnetically noisy applications.

The CAN module complies with the ISO 11898-1 (CAN 2.0A/CAN 2.0B) standard and supports
up to 32 mailboxes, which can be configured for transmission or reception in normal mailbox
and FIFO modes. Both standard (11-bit) and extended (29-bit) messaging formats are
supported. See section 32, Controller Area Network (CAN) Module.
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Table 1.8 Communication interfaces (2 of 2)

Feature

Functional description

USB 2.0 Full-Speed Module (USBFS)

The full-speed USB controller can operate as a host controller or device controller.

The module supports full-speed and low-speed (host controller only) transfer as defined in the
Universal Serial Bus Specification 2.0. The module has an internal USB transceiver and
supports all of the transfer types defined in the Universal Serial Bus Specification 2.0.

The USB has buffer memory for data transfer, providing a maximum of 10 pipes. Pipes 1 to 9
can be assigned any endpoint number based on the peripheral devices used for
communication or based on the user system.

The MCU supports revision 1.2 of the battery charging specification. Because the MCU can be
powered at 5 V, the USB LDO regulator provides the internal USB transceiver power supply
3.3 V. See section 28, USB 2.0 Full-Speed Module (USBFS).

SD/MMC Host Interface (SDHI)

The SDHI provides the functionality needed to connect a variety of external memory cards to
the MCU. The SDHI supports both 1-bit and 4-bit buses for connecting memory cards that
support SD, SDHC, and SDXC formats. When developing host devices that are compliant with
the SD specifications, you must comply with the SD Host/Ancillary Product License Agreement
(SD HALA).

The MMC interface supports 1-bit, 4-bit, and 8-bit MMC buses that provide eMMC 4.51
(JEDEC Standard JESD 84-B451) device access. This interface also provides backward
compatibility and supports high-speed SDR transfer modes. See section 37, SD/MMC Host
Interface (SDHI).

Table 1.9 Analog

Feature

Functional description

14-bit A/D Converter (ADC14)

A 14-bit successive approximation A/D converter is provided. Up to 28 analog input channels
are selectable. Temperature sensor output and internal reference voltage are selectable for
conversion. The A/D conversion accuracy is selectable from 12-bit and 14-bit conversion
making it possible to optimize the tradeoff between speed and resolution in generating a digital
value. See section 39, 14-Bit A/D Converter (ADC14).

12-bit D/A Converter (DAC12)

The 12-bit D/A converts data and includes an output amplifier. See section 40, 12-Bit D/A
Converter (DAC12).

Temperature Sensor (TSN)

The on-chip temperature sensor determines and monitors the die temperature for reliable
operation of the device. The sensor outputs a voltage directly proportional to the die
temperature, and the relationship between the die temperature and the output voltage is linear.
The output voltage is provided to the ADC14 for conversion and can be further used by the end
application. See section 41, Temperature Sensor (TSN).

High-Speed Analog Comparator
(ACMPHS)

ACMPHS compares the test voltage with a reference voltage and to provide a digital output
based on the result of conversion.

Both the test and reference voltages can be provided to the comparator from internal sources
such as the DAC12 output and internal reference voltage, and an external source.

Such flexibility is useful in applications that require go/no-go comparisons to be performed
between analog signals without necessarily requiring A/D conversion. See section 43, High-
Speed Analog Comparator (ACMPHS).

Low-Power Analog Comparator
(ACMPLP)

ACMPLP compares a reference input voltage and analog input voltage. The comparison result
can be read by software and also be output externally. The reference input voltage can be
selected from either an input to the CMPREFi (i = 0, 1) pin or from the internal reference
voltage (Vref) generated internally in the MCU.

The ACMPLP response speed can be set before starting an operation. Setting the high-speed
mode decreases the response delay time, but increases current consumption. Setting the low-
speed mode increases the response delay time, but decreases current consumption. See
section 44, Low Power Analog Comparator (ACMPLP).

Operational Amplifier (OPAMP)

OPAMP amplifies small analog input voltages and outputs the amplified voltages. A total of
four differential operational amplifier units with two input pins and one output pin are provided.
See section 42, Operational Amplifier (OPAMP).
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Table 1.10

Human machine interfaces

Feature

Functional description

Segment LCD Controller (SLCDC)

The SLCDC provides the following functions:

o Waveform A or B selectable

e The LCD driver voltage generator can switch between an internal voltage boosting method,
a capacitor split method, and an external resistance division method

* Automatic output of segment and common signals based on automatic display data register
read

* The reference voltage generated when operating the voltage boost circuit can be selected in
16 steps (contrast adjustment)

e The LCD can be made to blink.

See section 49, Segment LCD Controller/Driver (SLCDC).

Capacitive Touch Sensing Unit
(CTSV)

The Capacitive Touch Sensing Unit (CTSU) measures the electrostatic capacitance of the
touch sensor. Changes in the electrostatic capacitance are determined by software, which
enables the CTSU to detect whether a finger is in contact with the touch sensor. The electrode
surface of the touch sensor is usually enclosed with an electrical insulator so that a finger does
not come into direct contact with the electrodes. See section 45, Capacitive Touch Sensing
Unit (CTSU).

Table 1.11 Data processing

Feature

Functional description

Cyclic Redundancy Check (CRC)
Calculator

The CRC calculator generates CRC codes to detect errors in the data. The bit order of CRC
calculation results can be switched for LSB-first or MSB-first communication. Additionally,
various CRC generation polynomials are available. The snoop function allows monitoring
reads from and writes to specific addresses. This function is useful in applications that require
CRC code to be generated automatically in certain events, such as monitoring writes to the
serial transmit buffer and reads from the serial receive buffer. See section 35, Cyclic
Redundancy Check (CRC) Calculator.

Data Operation Circuit (DOC)

The Data Operation Circuit (DOC) compares, adds, and subtracts 16-bit data. See section 46,
Data Operation Circuit (DOC).

Table 1.12 Security

Feature

Functional description

Secure Crypto Engine 5 (SCES5)

e Security algorithm:
- Symmetric algorithm: AES.

o Other support features:
- TRNG (True Random Number Generator)
- Hash-value generation: GHASH.
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1.2 Block Diagram
Figure 1.1 shows the block diagram of the MCU superset. Some individual devices within the group have a subset of the
features.
Memories Bus Arm Cortex-M4 System
1 MB Code Flash External | DSP | | FPU | | POR/LVD | Clocks
MOSC/SOSC
16 KB Data Flash csc
| MPU | | Reset |
(H/MIL) OCO
192 KB SRAM MPU
| NVIC | | Mode Control PLL
| System Timer | Power Control | CAC |
DMA
DTC | Test and DBG Interface | | ICU | Battery Backup
DMAC x 4 | KINT | Register Write
Protection
Timers Communication Interfaces Human Machine Interfaces
GPT32 x 10 SCI x 6 QSPI | CTSU | | sLCDC |
IrDA x 1
AGT x 2 | IC x 3 | | sxD:u |
| RTC | | SPI x 2 || CAN x 1 |
USBFS
| WDT/IWDT | | SSIx2 | | with BC1 .2 |
Event Link Data Processing Analogs
ELC CRC | ADC14 | | TSN | | OPAMP x 4
ACMPHS x 2
Security boc | DAC12 | | ACMPLP x 2 |
SCE5
Figure 1.1 Block diagram
R0O1UMO002EU0140 Rev.1.40 I!ENESAS Page 55 of 1571

Oct 29, 2018



S3A7 User’s Manual

1. Overview

1.3

Part Numbering

Figure 1.2 shows the product part number information, including memory capacity, and package type. Table 1.13 shows

a product list.

R7FS3A77C2A01CLK#AC1

L Product identification code

Packing, terminal material (Pb-free)
#AA: Tray/Sn (Tin) only
#AC: Tray/others
Package type

BJ: BGA 121 pins

FB: LQFP 144 pins

FP: LQFP 100 pins
FMt LQFP 64 pins

LK: LGA 145 pins

LJ: LGA 100 pins

NB: QFN 64 pins

Quality ID

Software ID
Operating termperature
2:40 Cto85C
3:40Cto105C

Code flash memory size
C:1MB

Feature set
7: Superset

Group name
A7: S3A7 Group, Arm Cortex-M4, 48 MHz

Series name
3: High efficiency

Renesas Synergy™ family
Flash memory

Renesas microcontroller

Renesas

Figure 1.2

Table 1.13

Part numbering scheme

Product list

Part number

Ordering part number

Package

Code flash

Data flash | SRAM

Operating
temperature

R7FS3A77C2A01CLK

R7FS3A77C2A01CLK#AC1

PTLG0145KA-A

1MB

16 KB 192 KB

-40 to +85°C

R7FS3A77C3A01CFB

R7FS3A77C3A01CFB#AA1

PLQP0144KA-B

1MB

16 KB 192 KB

-40 to +105°C

R7FS3A77C2A01CBJ

R7FS3A77C2A01CBJ#AC1

PLBGO121JA-A

1MB

16 KB 192 KB

-40 to +85°C

R7FS3A77C3A01CFP

R7FS3A77C3A01CFP#AA1

PLQP0100KB-B

1MB

16 KB 192 KB

-40 to +105°C

R7FS3A77C2A01CLJ

R7FS3A77C2A01CLJ#AC1

PTLGO100JA-A

1MB

16 KB 192 KB

-40 to +85°C

R7FS3A77C3A01CFM

R7FS3A77C3A01CFM#AA1

PLQP0064KB-C

1MB

16 KB 192 KB

-40 to +105°C

R7FS3A77C3A01CNB

R7FS3A77C3A01CNB#AC1

PWQNOOG4LA-A

1MB

16 KB 192 KB

-40 to +105°C
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1.4 Function Comparison
Table 1.14 Function comparison
R7FS3A77C3A01CFM
Parts number R7FS3A77C2A01CLK | R7FS3A77C3A01CFB | R7FS3A77C2A01CBJ | R7FS3A77C3A01CFP | R7FS3A77C2A01CLJ | R7FS3A77C3A01CNB
Pin count 145 144 121 100 100 64
Package LGA LQFP BGA LQFP LGA LQFP/QFN
Code flash memory 1MB
Data flash memory 16 KB
SRAM 192 KB
Parity 176 KB
ECC 16 KB
System CPU clock 48 MHz
Backup 512 bytes
registers
ICU Yes
KINT 8
Event control ELC Yes
DMA DTC Yes
DMAC 4
BUS External bus 16-bit bus 8-bit bus No
Timers GPT32 10 10 10 10 10 9
AGT 2 2 2 2 2 2
RTC Yes
WDT/IWDT Yes
Communication | SCI 6
Ic 3 2
SPI 2
SN} 2 1
QSPI 1 No
SDHI 1 No
CAN 1
USBFS Yes
Analog ADC14 28 26 25 25 18
DAC12 2
ACMPHS 2
ACMPLP 2
OPAMP 4 4 4 4 4 3
TSN Yes
HMI SLCDC 4 com x 52 seg 4 com x 38 seg or 4 com x 26 seg or 4 com x 26 seg or No
or 8 com x 48 seg 8 com x 34 seg 8 com x 22 seg 8 com x 22 seg
CTSuU 31 26 14
Data ) CRC Yes
processing DOC Yes
Security SCE5
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1.5 Pin Functions
Function Signal 110 Description
Power supply VCC Input Power supply pin. Connect to the system power supply. Connect this pin to
VSS through a 0.1-pF capacitor. Place the capacitor close to the pin.
VCL Input Connect this pin to the VSS pin through the smoothing capacitor used to
stabilize the internal power supply. Place the capacitor close to the pin.
VSS Input Ground pin. Connect it to the system power supply (0 V).
VBATT Input Backup power supply pin
Clock XTAL Output Pins for a crystal resonator. An external clock signal can be input through
EXTAL Input the EXTAL pin.
XCIN Input Input/output pins for the sub-clock oscillator. Connect a crystal resonator
XCOUT Output between XCOUT and XCIN.
EBCLK Output Outputs the external bus clock for external devices
CLKOUT Output Clock output pin
Operating mode MD Input Pin for setting the operating mode. The signal level on this pin must not be
control changed during operation mode transition on release from the reset state.
System control RES Input Reset signal input pin. The MCU enters the reset state when this signal
goes low.
CAC CACREF Input Measurement reference clock input pin
Interrupt NMI Input Non-maskable interrupt request pin
IRQO to IRQ15 Input Maskable interrupt request pins
KINT KROO to KRO7 Input A key interrupt (KINT) can be generated by inputting a falling edge to the
key interrupt input pins
On-chip debug TMS 1/0 On-chip emulator or boundary scan pins
TDI Input
TCK Input
TDO Output
SWDIO 1/0 Serial wire debug data Input/output pin
SWCLK Input Serial wire clock pin
SWO Output Serial wire trace output pin
External bus RD Output Strobe signal indicating that reading from the external bus interface space is
interface in progress, active-low
WR Output Strobe signal indicating that writing to the external bus interface space is in
progress, in 1-write strobe mode, active-low
WRO0, WR1 Output Strobe signals indicating that either group of data bus pins (D07 to D00,
D15 to D08) is valid in writing to the external bus interface space, in byte
strobe mode, active-low
BCO, BC1 Output Strobe signals indicating that either group of data bus pins (D07 to D00,
D15 to D08) is valid in access to the external bus interface space, in 1-write
strobe mode, active-low
WAIT Input Input pin for wait request signals in access to the external space, active-low
CS0 to CS3 Output Select signals for CS areas, active-low
A00 to A16 Output Address bus
D00 to D15 110 Data bus
Battery Backup VBATWIOO to 110 Output wakeup signal for the VBATT wakeup control function.
VBATWIO2 External event input for the VBATT wakeup control function.
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Function Signal 110 Description
GPT GTETRGA, Input External trigger input pins
GTETRGB,
GTETRGC,
GTETRGD
GTIOCOA to 1/0 Input capture, output capture, or PWM output pins
GTIOC9A,
GTIOCOB to
GTIOC9B
GTIU Input Hall sensor input pin U
GTIV Input Hall sensor input pin V
GTIW Input Hall sensor input pin W
GTOUUP Output 3-phase PWM output for BLDC motor control (positive U phase)
GTOULO Output 3-phase PWM output for BLDC motor control (negative U phase)
GTOVUP Output 3-phase PWM output for BLDC motor control (positive V phase)
GTOVLO Output 3-phase PWM output for BLDC motor control (negative V phase)
GTOWUP Output 3-phase PWM output for BLDC motor control (positive W phase)
GTOWLO Output 3-phase PWM output for BLDC motor control (negative W phase)
AGT AGTEEO, AGTEE1 Input External event input enable signals
AGTIOO0, AGTIO1 1/0 External event input and pulse output pins
AGTOO0, AGTO1 Output Pulse output pins

AGTOAO, AGTOA1 Output Output compare match A output pins
AGTOBO, AGTOB1 | Output Output compare match B output pins

RTC RTCOUT Output Output pin for 1-Hz/64-Hz clock
RTCICO to RTCIC2 Input Time capture event input pins
SCI SCKO to SCK4, 110 Input/output pins for the clock (clock synchronous mode)
SCK9
RXDO0 to RXD4, Input Input pins for received data (asynchronous mode/clock synchronous mode)
RXD9
TXDO to TXD4, Output Output pins for transmitted data (asynchronous mode/clock synchronous
TXD9 mode)
CTS0_RTSO to 1/0 Input/output pins for controlling the start of transmission and reception
CTS4_RTS4, (asynchronous mode/clock synchronous mode), active-low
CTS9_RTS9
SCLO to SCL4, 110 Input/output pins for the 12C clock (simple 1IC)
SCL9
SDAO to SDA4, 110 Input/output pins for the 12C data (simple 1IC)
SDA9
SCKO to SCK4, 1/0 Input/output pins for the clock (simple SPI)
SCK9
MISOO0 to MISO4, 1/0 Input/output pins for slave transmission of data (simple SPI)
MISO9
MOSIO to MOSI4, 110 Input/output pins for master transmission of data (simple SPI)
MOSI9
SS0 to SS4, SS9 Input Chip-select input pins (simple SPI), active-low
|[e3 SCLO to SCL2 I/0 Input/output pins for the clock
SDAO to SDA2 110 Input/output pins for the data
SSi SSISCKO 1/0 SSI serial bit clock pins
SSISCK1
SSIWS0 110 Word select pins
SSIWS1
SSITXDO Output Serial data output pin
SSIRXDO Input Serial data input pin
SSIDATA1 1/0 Serial data input/output pin
AUDIO_CLK Input External clock pin for audio (input oversampling clock)
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Function Signal 110 Description
SPI RSPCKA, RSPCKB | I/0 Clock input/output pin

MOSIA, MOSIB 1/0 Input or output pins for data output from the master

MISOA, MISOB 110 Input or output pins for data output from the slave

SSLAO, SSLBO 110 Input or output pins for slave selection

SSLA1, SSLA2, Output Output pins for slave selection

SSLAS3, SSLBH1,

SSLB2, SSLB3

QSPI QSPCLK Output QSPI clock output pin

QSSL Output QSPI slave output pin

Qloo lfe} Master transmit data/Data O

Qlo1 1/0 Master input data/Data 1

QlO2, QI03 /0 Data 2, Data 3

CAN CRXO0 Input Receive data

CTX0 Output Transmit data

USBFS VSS_USB Input Ground pins

VCC_USB_LDO Input Power supply pin for USB LDO regulator

VCC_USB 1/0 Input: Power supply pin for USB transceiver.

Output: USB LDO regulator output pin. This pin should be connected to an
external capacitor.

USB_DP 1/0 D+ I/O pin of the USB on-chip transceiver. Connect this pin to the D+ pin of
the USB bus.

USB_DM /0 D- I/O pin of the USB on-chip transceiver. Connect this pin to the D- pin of
the USB bus.

USB_VBUS Input USB cable connection monitor pin. Connect this pin to VBUS of the USB
bus. The VBUS pin status (connected or disconnected) can be detected
when the USB module is operating as a device controller.

USB_EXICEN Output Low power control signal for external power supply (OTG) chip

USB_VBUSEN Output VBUS (5 V) supply enable signal for external power supply chip

USB_OVRCURA, Input Connect the external overcurrent detection signals to these pins. Connect

USB_OVRCURB the VBUS comparator signals to these pins when the OTG power supply
chip is connected.

USB_ID Input Connect the MicroAB connector ID input signal to this pin during operation
in OTG mode

SDHI SDOCLK Output SD clock output pin

SDOCMD 1/0 Command output pin and response input signal pin

SDODATO to 110 SD and MMC data bus pins

SDODAT7

SDOWP Input SD write-protect signal

Analog power AVCCO Input Analog voltage supply pin
supply AVSS0 Input Analog voltage supply ground pin

VREFHO Input Analog reference voltage supply pin

VREFLO Input Reference power supply ground pin

VREFH Input Analog reference voltage supply pin for DAC12

VREFL Input Analog reference ground pin for DAC12

ADC14 ANO0O0O to AN027 Input Input pins for the analog signals to be processed by the ADC14
ADTRGO Input Input pins for the external trigger signals that start the A/D conversion,
active-low
DAC12 DAO, DA1 Output Output pins for the analog signals to be processed by the D/A converter
Comparator output | VCOUT Output Comparator output pin
ACMPHS IVREFO to IVREF5 Input Reference voltage input pin
IVCMPO to IVCMP5S | Input Analog voltage input pins
ACMPLP CMPREFO, Input Reference voltage input pins
CMPREF1
CMPINO, CMPIN1 Input Analog voltage input pins
OPAMP AMPO+ to AMP3+ Input Analog voltage input pins
AMPO- to AMP3- Input Analog voltage input pins
AMPOO to AMP30 Output Analog voltage output pins
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Function Signal 110 Description
CTSU TS00, TSO01, Input Capacitive touch detection pins (touch pins)
TS03 to TS22,
TS26 to TS27,
TS29 to TS35
TSCAP - Secondary power supply pin for the touch driver
1/0 ports PO0O0 to PO15 110 General-purpose input/output pins
P100 to P115 110 General-purpose input/output pins
P200 Input General-purpose input pin
P201 to P206, 110 General-purpose input/output pins
P212, P213
P214, P215 Input General-purpose input pins
P300 to P315 110 General-purpose input/output pins
P400 to P415 1/0 General-purpose input/output pins
P500 to P507, 1/0 General-purpose input/output pins
P511, P512
P600 to P606, 110 General-purpose input/output pins
P608 to P614
P700 to P705, 110 General-purpose input/output pins
P708 to P713
P800 to P809 1/0 General-purpose input/output pins
P900 to P902 110 General-purpose input/output pins
SLCDC VL1, VL2, VL3, VL4 | 1/O Voltage pin for driving the LCD
CAPH, CAPL 1/0 Capacitor connection pin for the LCD controller/driver
COMO to COM7 Output Common signal output pins for the LCD controller/driver
SEGO00 to SEG51 Output Segment signal output pins for the LCD controller/driver
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1.6 Pin Assignments

Figure 1.3 to Figure 1.9 show the pin assignments.

R7FS3A77C2A01CLK

A B C D E F G H J K L M N
13 P407 P409 P412 P708 P711 VCC /:)?;iL /';(2‘:1'?‘ VCL P702 P405 P402 P400 13
12 |USB_DM | USB_DP P410 P414 P710 VSS p213 p214 VBATT P701 P404 P511 VCC 12

— — IXTAL | /xcouT
1 VUCS%— \(JSSSB— USVBC_CI:__DO P411 P415 P712 P705 P704 P703 P403 P401 P512 VSS 11
10 P205 P206 P204 P408 P413 P709 P713 P700 P406 P003 P000 P002 P001 10
9| P203 | P313 | P202 | P314 Poo4 | Poos | PO09 Poo8 | 9
8 P900 P901 P200 P315 PO05 AVSS0 /V;%];LO N;(I);FOHO 8
7 VSS P902 RES P310 P007 AVCCO /\7ROI;:;L /VFI’-'\?I; IEH 7
6 VCC P201/MD P312 P305 P505 P506 P015 PO14 6
5 P309 P311 P308 P303 NC P503 P504 VSS VCC 5
4 P307 P306 P304 P1/%?//\;I’c?0 P114 P608 P604 P600 P105 P500 P502 P501 P507 4
3 P808 P809 P301 P112 P115 P610 P614 P603 P107 P106 P104 P803 P802 3
2 P302 P300/TCK P111 P806 P609 P612 VSS P605 P601 P805 P800 P101 P801 2

/SWCLK

1 P/;%%glhés P110/TDI P113 P807 P611 P613 VCC P606 P602 P804 P103 P102 P100 1

A B [} D E F G H J K L M N

Figure 1.3 Pin assignment for 145-pin LGA (top view)
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P800

P801

P802

P803

P500

P501

P502

P503

P504

P505

P506

P507

VvCcC

VSss

P015

PO14
P013/VREFL
P012/VREFH
AVCCO
AVSS0
PO11/VREFLO
P010VREFHO
P009

P008

P007

P006

P005

P004

P003

P002

P001

P000

VSs

vcC

P512

P511

OO00O0000000000000000000000000000000000

110
111
112
113
114
115
116
117
118
119
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

4

X

42
43

051 P103
047 P104

03[ P105

02[1 P106

oo pgo4
91 P805
981 P600

971 P601

961 P602
951 P603
941 P604
931 P605
92[1 P606
910 vss
9 vce
891 Pe14
s8[1 P613
871 P612
8s[J P611
851 P610
841 P609
831 P608
82 P807
811 P806

so[d P115

R7FS3A77C3A01CFB

2
3
4
5
6
7
8
9

793 P114

781 P113

773 P112

76[J P111

753 P110/TDI

743 P109/TDO/SWO
730 P108/TMS/SWDIO

72
i
70
69

38
37

6

[J P300/TCK/SWCLK
[ P301

[ P302

1 P303

[1 P09

[ P8o8

[ P304

[ P305

1 P306

1 P307

1 P308

[ P309

1 P310

1 P311

1 P312

[ P200

[ P201/MD
[ RES

1 vce
[1vss

[ P902

1 P01

1 P900

[ P315

1 P314

[ P313

1 P202

[ P203

[ P204

1 P205

[ P206

[1 vCC_USB_LDO
[ vce_uss
[ usB_DP
[ USB_DM
[1Vvss_uss

P400 ] 1

P401 ]2

P402 ] 3

P403 ] 4

P404 5

P405 [] 6

P406 ] 7

P7o0 O 8

p701 o

P702 10

p703 ]

P215/XCIN O
p214/xcouT O
P213/XTAL O]

P212/EXTAL [ 20

vce O 21

P713 [ 22

p712 O 23

P711 24

p710 O] 25

p709 [ 26

P708 [ 27

P415 ] 28

P414 [ 29

P413 [ 30

P412 [ 31

P411 [ 32
P410 [ 33

P409 [ 34

P408 [ 35

P407 [ 3

Figure 1.4

Pin assignment for 144-pin LQFP (top view)
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A B C D E F G H J K L
P212/ P215/
11| P407 | P408 | P411 P414 | il | xaIN VCL P406 | P403 | P401 P400 |11
P213/ P214/
10(USB_DM|USB_DP| P410 | P415 | 20" | Syt | VBATT | P405 | P402 | P511 P512 |10
vCcC_ | VSS_
9 USB USB P409 P412 P708 VCC VSS P404 P002 PO01 PO00 | 9
\Veloll
8| P205 USB_ P206 P204 P413 P710 P702 P006 P004 PO03 PO05 | 8
LDO
PO11/ PO10/
7| P203 P202 P313 P314 P315 P709 P701 P0O07 | AVSSO VREFLO | VREFHO 7
PO13/ P012/
6 VSS VCC RES [P201/MD| P200 NC P700 P008 | AVCCO VREFL | VREFH 6
5| P308 P309 P307 P302 P304 P612 P601 P506 P505 PO15 P0O14 | 5
4| P305 P306 P808 P114 P611 P603 P600 P504 P503 VSS VCC 4
3| P809 P303 [P110/TDI[ P111 P609 P604 P106 P104 P502 P500 P501 3
P108/
2| P301 TMS/ P113 P608 P613 P605 P602 P105 P102 P801 P800 | 2
SWDIO
P300/ P109/
1 TCK/ TDO/ P112 P115 P610 VCC VSS P107 P103 P101 P100 | 1
SWCLK | SWO
A B c D E F G H J K L
Figure 1.5 Pin assignment for 121-pin BGA (top view)
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P500 ] 76 P300/TCK/SWCLK
P501 ] 77 P301
P502 ] 78 P302
P503 ] 70 P303
P504 ] 80 P809
P505 ] 8 P808
vce [ & P304
vss[] 83 P305
PO15 ] 84 P306
PO14 ] 85 P307
PO13/VREFL [] 86 P200
PO12/VREFH [] &7 P201/MD
avecod e R7FS3A77C3A01CFP RES
AVSS0 [] & e
PO11/VREFLO [] 90 VSS
PO10/VREFHO [] 91 P202
Poos [] 92 P203
poo7 ] o3 P204
P006 [] 94 P205
Po05 [] 95 P206
Po04 [] 9 VCC_USB_LDO
P003 ] 97 VCC_USB
Po02 ] 98 USB_DP
P00t [ % O USB_DM
P000 []100 VSS_USB
- N ®m <t Lo ~®o 2T ¥2ITLLeE2258838
EjEjEEjEjEEEEEEEpEpEpEpEpEEpEEEEEEuEgEgE
O = N M v ©O 4 Z 0N Jd4 4 0 0 0N T ON - O D 0 M
8288388 EL08582238853355588¢%
o o s Y W W W o M. X 8 §§>n_|ln_n_n_o_|ln_|ln_
> v X s W
8T N
o § o &
Figure 1.6 Pin assignment for 100-pin LQFP (top view)
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A B C D E F G H J K
P212/ P215/
10| P407 P409 P412 VCC | exTAL | XCIN VCL P403 P400 P000 (10
P213/ | P214/

9 |USB_DM|USB_DP| P413 VSS XTAL | xcouT | VBATT | P405 P401 P01 |9

VCC_ | VSS_ |VCC_USs
8| Use USB | B LDO P411 P415 P708 P404 P003 P004 P002 | 8
7| P205 P204 P206 P408 P414 P406 P006 P007 P008 P005 |7

PO11/ PO10/
6| vss vce P202 P203 P410 P402 P505 | AVSSO |\eeri o lvrernol @
PO13/ PO12/

5| P200 [P201/MD| P307 RES P113 P600 P504 | AVCCO | \eerr | vrern | 8
4| P305 P304 P808 P306 P115 P601 P503 P100 P015 P014 | 4
3| P809 P303 |P110/TDI| P111 P609 P602 P107 P103 VSS vcc |3

P300/
2| TCK/ P302 P301 P114 P610 P603 P106 P101 P501 P502 | 2

SWCLK

P108/ P109/
1 TMS/ TDO/ P112 P608 VCC VSS P105 P104 P102 P500 1

SWDIO | SWO

A B (¢} D E F G H J K
Figure 1.7 Pin assignment for 100-pin LGA (top view)
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)
EEE
858825885932 c-2868
oooooooo>>000000
mininininininininininEninEninin
LR IPIYIILIZIEABBI S
P500 [] 49 32 [7] P300/TCK/SWCLK
P501 [] 50 31 [ P301
P502 [] 51 30 [ P302
P0O15 [ 52 29 [ P303
P0O14 [] 53 28 [J P304
P013/VREFL ] 54 27 3 P200
P012/VREFH [] 55 26 [ P201/MD
56 25
Neodse R7FS3A77C3A01CFM  ZEr
PO11/VREFLO [] 58 23 [ P205
P010/VREFHO [ 59 22 [ P206
P004 [] 60 21 [J VCC_USB_LDO
P003 [] 61 20 [1] VCC_USB
P002 ] 62 19 [ USB_DP
P01 ] 63 O 18 [1 USB_DM
P000 [] 64 17 [ VSS_USB
- N m <t 0o ~®»oo 2= 2T
oo oood
SScSEogZEE5822Z28c2885
E{EE§>§8>§§>E{&'E{EE
> ©vx od
2% &3
& o
Figure 1.8 Pin assignment for 64-pin LQFP (top view)
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P102
P103
P104
P105
P106
P107

P109/TDO/SWO

"1 P101
VSS
VCC

"1 P113

“1P112
P111

8" P100

P50 |35
P501 |t

P502 |

PO15 |

PO14 |

PO13/VREFL |

PO12/VREFH |

AVCCO |

AVSSO |

PO11/VREFLO |

PO10/VREFHO |,

P004 |

P0O03 |’

P002 |

POO1 | 83"

PO0O | 647"

" P110/TDI

R7FS3A77C3A01CNB

"] P108/TMS/SWDIO

P407 | .1

"1 P300/TCK/SWCLK
"1 P301

"1 P302

"1 P303

1 P304

"1 P200

"1 P201/MD
NRES

"1 P204

"1 P205

1 P206

| vee_uss_Lbo
"l vee _usB

| use_DP

"l USB_DM
1vss use

ScS8EQZ58228:-288
FESg-R3°kES8Fdd
> ©OLx &4
I RS
N a
Figure 1.9 Pin assignment for 64-pin QFN (top view)
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1.7

Pin Lists

Pin number < Timers Communication interfaces Analogs HMI
Q -
R
o<
= @ 2 o
£> o =
g ] o z <
7] > - a
< o @ g - " 2 2 5 T Ol|lua
2 b3 & e S s < | v o s t g o » 7] < | T o
- o b o - o ©|lo 5 £ o = 1 [ e} _ - - | o a )
S| & 3| &| 3| & £\88| £| o Z| & E| E| 2| 8| o = a=| & 8| 2|33| 9| B
o ® = % |
] ] [vi] = = ] gla o = = w < [C] o o =] (7] 2 (7] (7] (7] < ol < (7] [¢)
N13 1 L1 1 J10 1 1 IRQO  |P400 GTIOC SCK4_[SCLO_ AUDIO TS20
6A_A B A _CLK
L1 2 K11 2 J9 2 2 IRQ5 [P401 GTET |GTIOC CTX0_ [CTS4_ [SDAO_ TS19
RGA_ [6B_A B RTS4_ (A
B B/
SS4._B
M13 (3 J10 3 F6 3 3 VBAT |IRQ4 |P402 AGTIO RTCIC [CRX0_ TS18
WIOO0 0_B/ 0 B
AGTIO
1B
K11 4 J11 4 H10 VBAT P403 AGTIO GTIOC |RTCIC SSISC TS17
WIO1 0_C/ 3AB |1 KO_A
AGTIO
1.C
L12 5 H9 5 G8 VBAT P404 GTIOC [RTCIC SSIws TS16
WI02 3B.B |2 0_A
L13 6 H10 6 H9 P405 GTIOC SSITX TS15
1A_B DO_A
J10 7 H11 7 F7 P406 GTIOC SSIRX TS14
1B_B DO_A
H10 8 G6 P700 GTIOC TS32
5A_B
K12 9 G7 P701 GTIOC TS33
5B_B
K13 10 G8 P702 GTIOC TS34
6A_B
JNn 1" P703 GTIOC
6B_B
H11 12 P704
G1 13 P705
J12 14 G10 8 G9 4 4 VBATT
J13 15 G11 9 G10 5 5 VCL
H13 16 F11 10 F10 6 6 XCIN P215
H12 17 F10 " F9 7 7 Xcou P214
T
F12 18 G9 12 D9 8 8 VSS
G12 19 [E10 13 E9 9 9 XTAL |IRQ2 |P213 GTET TXD1_
RGC_ A/
A MOsI1
_A/
SDA1_
A
G13 20 EN 14 E10 10 10 EXTAL |IRQ3 |P212 AGTE |GTET RXD1_
E1 RGD_ A/
A MISO1
A/
SCL1_
A
F13 21 F9 15 D10 1 1 VCC
G10 22 P713 GTIOC
2A B
F11 23 P712 GTIOC
2B B
E13 24 P711 CTS1_
RTS1_
B/
SS1.B
E12 25 F8 P710 SCK1_ TS35
B
F10 26 F7 IRQ10 |P709 TXD1 TS13
B/
MOsI1
B/
SDA1
B
D13 |27 |[E9 |16 F8 CACR [IRQTT |P708 RXD1 SSLA3 TS12
EF B B/ B
MISO1
B/
SCL1
B
EN 28 D10 17 E8 P415 SSLA2 TS11
B
D12 29 D11 18 E7 P414 SSLA1 SDow TS10
B P
E10 30 E8 19 Cc9 P413 GTOU CTS0_ SSLAO SDoCL TS09
UP_B RTSO_ B K
B/
SS0_B
c13 |31 D9 20 C10 P412 GTOU SCKO0_ RSPC SDboC TS08
LO_B B KA_B MD
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D11 [32 ci1 |21 D8 12 12 IRQ4  [P411 AGTO |GTOV [GTIOC TXDO_ MOSIA SDOD TS07
A1 UP_B [9A_A B/ B ATO
MOSI0
B/
SDAQ
B/
CTS3_
RTS3
A/
SS3_A
c12 [33 cio |22 E6 13 13 IRQ5 [P410 AGTO |GTOV |GTIOC RXDO MISOA SDOD TS06
B1 LO_B [9B_A B/ B AT1
MISO0
_B/
SCLO,
B/
SCK3
A
B13  [34 c9 23 B10 [14 14 IRQ6 [P409 GTOW USB_E|TXD3_ TS05
UP_B XICEN |A/
_A MOSI3
A/
SDA3_
A
D10 |35 B11 |24 D7 15 15 IRQ7 [P408 GTOW USB_| |[RXD3_ TS04
LO_B DA |A
MISO3
A/
SCL3_
A
A3 |36 A1l |25 A10 |16 16 P407 |[RTCO [USB_V|CTS4_[SDAO_|SSLB3 ADTR TS03
uT BUS |RTS4_|B A G0_B
A
SS4_A
B11 [37 B9 26 B8 17 17 VSS_U
SB
A2 [38 A10 |27 A9 18 18 USB_
DM
B12 [39 [B10 |28 B9 19 19 USB_
DP
A1 |40 A9 29 A8 20 20 VCC_
UsB
c11 |41 B8 30 C8 21 21 VCC_
USB_L
DO
B10 [42 c8 31 C7 22 22 IRQO [P206 [WAIT GTIU_ USB_V|RXD4_[SDA1_[SSLB1 [SSIDA [SDOD TS01
A BUSE |A/ A _A TA1_A |AT2
N_A  [MISO4
A
SCL4_
A
A0 |43 A8 32 AT 23 23 CLKO [IRQ1 [P205 [A16 [AGTO |GTIV_ [GTIOC USB_ |TXD4_|SCL1_[SSLBO [SSIWS|SDOD TSCA
UT_A 1 A 4A B OVRC |A/ A A 1.A |AT3 P_A
URA [MOSsI4
A/
SDA4_
A
CTS9_
RTS9_
A
SS9_A
c10 |44 D8 33 B7 24 24 CACR P204 AGTIO [GTIW_|GTIOC USB_ [SCK4_[SCLO_ |[RSPC [SSISC [SDOD SEG23|TS00
EF_A 1A |A 4B_B OVRC |A/ B KB_A [K1_A |AT4
URB  |SCK9_
A
A9 45 A7 34 D6 IRQ2 [P203 GTIOC CTX0_|CTS2_ MOSIB SDOD SEG22|TSCA
5A_A A RTS2_ A AT5 P B
A/
8S2_A
/
TXD9_
A/
MOsI9
A/
SDA9_
A
C9 46 |B7 35 C6 IRQ3 [P202 [WR1/ GTIOC CRX0_[SCK2_ MISOB SDOD SEG21
BC1 5B_A A A _A AT6
RXD9_
A/
MISO9
A
SCLY_
A
B9 47 c7 P313 SDOD SEG20
AT7
D9 48 D7 P314 SEG4
D8 49 E7 P315 SEG5
A8 50 P900 SEG6
B8 51 P901 SEG7
B7 52 P902 SEG8
AT 53 A6 36 A6 VSS
A6 54 B6 37 B6 VCC
c7 55 Cé 38 D5 25 25 RES
B6 56 D6 39 B5 26 26 MD P201
C8 57 E6 40 A5 27 27 NMI~ [P200
C6 58 P312 [CS3 SEG9
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B5 59 P311  [CS2 SEG10
D7 60 P310 [A15 SEG11
A5 61 B5 P309 [A14 SEG12
C5 62 A5 P308 |[A13 SEG13
Ad 63 c5 41 C5 P307 [A12 SEG14
B4 64 B4 42 D4 P306 [A11 SEG15
D6 65 Ad 43 A4 IRQ8 [P305 [A10 SEG16
C4 66 E5 44 B4 28 28 IRQ9 [P304 [A09 GTIOC SEG17
7A_A
A3 67 c4 45 C4 P808 SEG18
B3 68 A3 46 A3 P809 SEG19
D5 69 B3 47 B3 29 29 P303 [A08 GTIOC SEG3/
7B_A COoM7
A2 70 D5 48 B2 30 30 IRQ5 [P302 [A07 GTOU |GTIOC TXD2_ SSLB3 SEG2/
UP_A [4A_A A B COM6
MOSI2
A/
SDA2_
A
C3 71 A2 49 C2 31 31 IRQ6 [P301 [A06 GTOU |GTIOC RXD2_ SSLB2 SEG1/
LO_A [4B_A A B COM5
MISO2
A/
sCL2_
A
B2 72 A1 50 A2 32 32 TCK/ P300 GTIOC SSLB1
SWCL 0A_A B
K
Al 73 [B2 51 Al 33 33 TMS/ P108 GTIOC CTS9_ SSLBO
SWDI 0B_A RTS9 B
o B/
SS9 B
D4 74 B1 52 B1 34 34 TDO/ P109 GTOV |GTIOC TXD9 MOSIB
SwWo/ UP_A [1A_A B/ B
CLKO MOSI9
uT_B B/
SDA9
B
B1 75 C3 53 C3 35 35 TDI IRQ3 |P110 GTOV [GTIOC CTS2 MISOB VCOU
LO_A [1B_A RTS2_ B T
B/
8S2_ B
/
RXD9
B/
MISO9
B/
SCL9,
B
C2 76 D3 54 D3 36 36 IRQ4 [P111 [A05 GTIOC SCK2 RSPC CAPH
3A_A B/ KB_B
SCK9
B
D3 77 (1] 55 C1 37 37 P12 [A04 GTIOC TXD2 ESES CAPL
3B_A B/ Ko_B
MOSI2
B/
SDA2
B
C1 78 c2 56 E5 38 38 P113 [A03 RXD2 SSIWS SEGO/
B/ 0B COM4
MISO2
B/
scL2
B
E4 79 D4 57 D2 P114  [A02 SSIRX SEG24
DO_B
E3 80 D1 58 E4 P115  [A01 SSITX SEG25
D0_B
D2 81 P806 SEG26
D1 82 P807 SEG27
F4 83 D2 59 D1 P608  [A00/ SEG28
BCO
E2 84 E3 60 E3 P609 [CS1 SEG29
F3 85 E1 61 E2 P610 [CSO SEG30
E1 86 E4 P611 SEG31
F2 87  |F5 P612 [D08 SEG32
F1 88 E2 P613  [D09 SEG33
G3 89 P614 |D10 SEG34
G1 90 F1 62 E1 39 39 VCC
G2 91 G1 63 F1 40 40 VSS
HT |92 P606 SEG35
H2 93 F2 P605 [D11 SEG36
G4 9 |F3 P604 [D12 SEG37
H3 95 F4 64 F2 P603 [D13 SEG38
J1 96 G2 65 F3 P602 |EBCLK SEG39
J2 97 G5 66 F4 P601  [WR/ SEG40
WRO
H4 98 G4 67 F5 P600 [RD SEG41
K2 |99 P805 SEG42
K1 100 P804 SEG43
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J3 101 H1 68 G3 41 41 KRO7 [P107 (D07 GTIOC COM3
8A_A
K3 102 G3 69 G2 42 42 KR06 [P106 (D06 GTIOC SSLA3 Ccom2
8B_A A
Ja 103 H2 70 G1 43 43 KRO05/ [P105 (D05 GTET SSLA2 coM1
IRQO RGA_ A
[}
L3 104 H3 7 H1 44 44 KRO04/ [P104 (D04 GTET SSLA1 COMO
IRQ1 RGB_ A
B
L1 1056 J1 72 H3 45 45 KRO3 |[P103 (D03 GTOW [GTIOC CTSO0_ SSLAO AN024 CMPR [VL4
UP_A [2A_A RTSO_ A EF1
A/
SSO0_A
M1 106 J2 73 J1 46 46 KR02 [P102 (D02 AGTO |GTOW |GTIOC SCKO_ RSPC AN025 CMPIN (VL3
0 LO_A [2B_A A KA_A / 1
ADTR
GO_A
M2 107 K1 74 H2 47 47 KRO1/ [P101 (D01 AGTE |GTET TXDO_ |SDA1_|MOSIA AN026 CMPR (VL2
IRQ1 EO RGB_ A/ B A EFO
A MOosIo
A/
SDAO_
A/
CTS1_
RTS1_
A/
SS1_A
N1 108 L1 75 H4 48 48 KR00/ |P100 |DOO AGTIO |GTET RXDO_|SCL1_ |MISOA ANO27 CMPIN (VL1
IRQ2 0_A |RGA_ A B A 0
A MISO0
A/
SCLO_
A/
SCK1_
A
L2 109 L2 P800 (D14 SEG44
N2 110 K2 P801 (D15 SEG45
N3 m P802 SEG46
M3 12 P803 SEG47
K4 113 K3 76 K1 49 49 P500 AGTO |GTIU_ usB_Vv QSPC ANO16 SEG48
A0 B BUSE LK
N_B
M4 114 L3 7 J2 50 50 IRQ11 [P501 AGTO |GTIV_ USB_ QSSL ANO17 SEG49
BO B OVRC
URA
L4 115 J3 78 K2 51 51 IRQ12 |P502 GTIW_ USB_ QIo0 ANO18 SEG50
B OVRC
URB
K5 116 J4 79 G4 P503 GTET USB_E Qlo1 ANO19 SEG51
RGC_ XICEN
B B
L5 117 H4 80 G5 P504 GTET USB_I Ql02 ANO20
RGD_ D_B
B
K6 118 J5 81 G6 IRQ14 |P505 QIo3 ANO21
L6 119 H5 IRQ15 |P506 AN022
N4 120 P507 AN023
N5 121 L4 82 K3 VCC
M5 122 K4 83 J3 VSS
M6 123 K5 84 Ja 52 52 IRQ13 |P015 ANO15 |DA1 IVCMP
5/
IVCMP
2
N6 124 L5 85 K4 53 53 P014 IANO14 |DAO IVREF
5/
IVREF
2
M7 125 K6 86 J5 54 54 VREFL P013 ANO13 [AMP1+
N7 126 L6 87 K5 55 55 VREF P012 ANO12 |AMP1-
H
L7 127 |36 88 H5 |56 |56  |AVCCO
L8 128 J7 89 H6 57 57 AVSS0
M8 129 K7 920 J6 58 58 VREFL |IRQ15 |P011 ANO11 |AMP2+ TS31
0
N8 130 L7 91 K6 59 59 VREF |IRQ14 |P010 ANO10 |AMP2- TS30
HO
M9 131 IRQ13 |P009 AN009
N9 132 He6 92 J7 IRQ12 |P008 ANO008 TS29
K7 133 H7 93 H7 P007 ANO07 |AMP3  [IVCMP
o 4/
IVCMP
1
L9 134 H8 94 G7 IRQ11 |P006 AN006 |AMP3- [IVREF TS27
4/
IVREF
1
K8 135 L8 95 K7 IRQ10 |P005 ANO0O5 [AMP3+|IVREF TS26
0
K9 136 J8 96 J8 60 60 IRQ9 |P004 AN004 |AMP2 |IVCMP
o 0
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K10 137 K8 97 H8 61 61 P003 ANO03 [AMP1 |IVREF
[¢] 3/
IVCMP
3
M10 138 J9 98 K8 62 62 IRQ8 |P002 AN002 |AMPO (IVREF
o 2/
IVCMP
2
N10 139 K9 99 K9 63 63 IRQ7 [P00O1 AN001 |AMPO- (IVREF TS22
1/
IVCMP
1
L10 140 L9 100 K10 64 64 IRQ6 |P000 ANO0O |AMPO+|IVREF TS21
o/
IVCMP
0
N11 141 VSS
N12 142 VCC
M11 143 L10 IRQ14 |P512 GTIOC TXD4_|SCL2
0A_B B/
MOSI4
B/
SDA4
B
M12 144 K10 IRQ15 |P511 GTIOC RXD4_|SDA2
0B_B B/
MISO4
B/
SCL4,
B
E5 F6 NC
Note: Some pin names have the added suffix of _A, _B, and _C. The suffix can be ignored when assigning functionality.
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2. CPU
The MCU is based on the Arm® Cortex®-M4 core.
21 Overview
211 CPU
e Arm Cortex-M4
e Revision: r0p1-01rel0
e Armv7E-M architecture profile
o Single precision floating point unit compliant with the ANSI/IEEE Std 754-2008.
e Memory Protection Unit (MPU)
e Armv7 Protected Memory System Architecture
e 8 protected regions.
e SysTick timer
e Driven by SYSTICCLK (LOCO) or ICLK.
See reference 1. and 2. for details.
21.2 Debug
e Arm CoreSight™ ETM™-M4
e Revision: r0p1-00rel0
e Arm ETM Architecture version 3.5.
e CoreSight Instrumentation Trace Macrocell (ITM)
e Data Watchpoint and Trace Unit (DWT)
e 4 comparators for watchpoints and triggers.
e Flash Patch and Breakpoint Unit (FPB)
o Flash Patch (Remap) function is unavailable, only Breakpoint function is available
e 6 instruction comparators
e 2 literal comparators.
e CoreSight Time Stamp Generator (TSG)
e Time stamp for ETM and ITM
e Driven by CPU clock.
e Debug Register Module (DBGREG)
e Reset control
e Halt control.
e CoreSight Debug Access Port (DAP)
e JTAG Debug Port JTAG-DP)
e Serial Wire Debug Port (SW-DP).
e Cortex-M4 Trace Port Interface Unit (TPIU)
o Serial Wire Output (SWO).
e CoreSight Embedded Trace Buffer (ETB)

e CoreSight Trace Memory Controller with ETB configuration
e Buffersize: 1 KB.
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See reference 1. and 2. for details.

213

Operating Frequency

The operating frequencies for the MCU are as follows:

e CPU: maximum 48 MHz

e Serial Wire Output (SWO) trace interface: maximum 12.5 MHz

e Joint Test Action Group (JTAG) interface: maximum 12.5 MHz

e Serial Wire Debug (SWD) interface: maximum 12.5 MHz.

Figure 2.1 shows the block diagram of the Cortex-M4 CPU.

From: OCD emulator (JTAG/SWD)

———> OCD access
3 Trace/debug data

From: System bus
|

( Cortex-M4 integration _)[]E] N
Conextt ["Cortex-M4
core v v
DRU) Zi< NVIC $> ETM | | DBGREG
|
< To: System control
| MPU
v
4# AHB-AP v
< < Funnel
} v Vv %_
Bus matrix
1 ETB v Vv
> M4-TPIU
AHB2APB ROM Table
\ J
vV VvV V v VvV
To: System bus To: Trace pin (SWO)
Figure 2.1 Cortex-M4 CPU block diagram
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2.2 MCU Implementation Options

Table 2.1 shows the implementation options for the MCU and is based on the configurable options in reference 2.

Table 2.1 Implementation options
Component Description
MPU Included, 8 protected regions
FPB Flash Patch (Remap) function is unavailable, only Breakpoint function is available
DWT Included
IT™ Included
ETM Included
AHB-AP Included
HTM interface Not included
TPIU Included (only Serial Wire Output)
WIC Not included

The ICU can wake up the CPU instead of the Wakeup Interrupt Controller (WIC). For more
details, see section 14, Interrupt Controller Unit (ICU).

Debug port SWJ-DP
FPU Included
Number of interrupts 64
Number of priority bits 4 bits (16 levels)
Endianness Little-endian
Time Stamp Generator Included
ETB Included
Sleep mode power saving Sleep mode and other low power modes are supported. For details, see section 11, Low Power
Modes. SCB.SCR.SLEEPDEEP is ignored.
Memory features Cacheable attribute is utilized in the MCU. See section 15, Buses for more details.
SysTick Timer Included
SYST_CALIB register SYST_CALIB = 4000 0147h
Bit[31]1=0 Reference clock provided
Bit [30] =1 TERMS value is inexact
Bits [29:24] = 00h Reserved

Bits [23:0] = 000147h TERM: (32768 x 10 ms) - 1/ 32.768 kHz
= 326.66 decimal
= 327 with skew

=000147h
Event input/output Not implemented
System reset request output The SYSRESETREQ bit in the Application Interrupt and Reset Control Register causes a CPU
reset
Aucxiliary fault inputs, AUXFAULT Not implemented
R0O1UMOO02EU0140 Rev.1.40 RENESAS Page 76 of 1571
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2.3 Trace Interface

A Serial Wire Output (SWO) provides trace output. Table 2.2 shows the MCU pin for the trace function. This pin is

multiplexed with other functions.

Table 2.2 Trace function pin
Name 110 Width Function When not in use
TDO/SWO Output 1 bit Serial wire output multiplexed with JTAG TDO pin Open

24 JTAG/SWD Interface
Table 2.3 shows the JTAG/Serial Wire Data (SWD) pins.

Table 2.3 JTAG/SWD pins
Name 110 P/N Width Function When not in use
TCK/SWCLK Input Positive 1 bit JTAG clock pin/SWD clock pin Pull-up
TMS/SWDIO 1/0 Negative 1 bit JTAG TMS pin/SWD I/O pin Pull-up
TDI Input Positive 1 bit JTAG TDI pin Pull-up
TDO/SWO Qutput Negative 1 bit JTAG TDO pin multiplexed with SWO pin Open

2.5 Debug Mode
2.5.1 Debug Mode Definition

In single chip mode, the debugger state of the connection is defined as On-Chip Debugger (OCD) mode, the non-
connected debugger state is defined as User mode. Table 2.4 shows the CPU debug modes and usage conditions.

Table 2.4 CPU Debug mode and conditions
Conditions Mode
OCD Connect JTAG/SWD Authentication Debug Mode Debug Authentication
Not connected - User mode Disabled
Connected Failed User mode Disabled
Connected Passed OCD mode Enabled

Note 1.  OCD connect is determined by the CDBGPWRUPREQ bit output in the SWJ-DP register. The bit can only be written by the
OCD. However, the level of the bit can be confirmed by reading the DBGSTR.CDBGPWRUPREQ bit.
Note 2. Debug authentication is defined by the Armv7-M architecture. Enabled means that both invasive and non-invasive CPU

debugging are permitted. Disabled means that both are not permitted.

252 Debug Mode Effects

This section describes the effects of debug mode, which occur both internally and externally to the CPU.

2521 Low Power Mode

All CoreSight debug components can store register settings even when the CPU enters Software Standby mode or
Snooze mode. However, AHB-AP cannot respond to OCD access in these low power modes. The OCD must wait for
cancellation of the low power mode to access the CoreSight debug components. To request low power mode
cancellation, the OCD can set the DBIRQ bit in the MCUCTRL register. See section 2.6.5.3, MCU Control Register

(MCUCTRL) for details.
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2522 Reset

In OCD mode, some resets depend on the CPU status and the DBGSTOPCR setting.

Table 2.5

Reset or Interrupt and mode setting

Reset or Interrupt name

Control in On-Chip Debug (OCD) mode

OCD Break mode OCD RUN mode

RES pin reset

Same as user mode

Power-on reset

Same as user mode

Independent watchdog timer reset or interrupt

Does not occur*?

Depends on DBGSTOPCR setting*?2

Watchdog Timer reset or interrupt

Does not occur*?

Depends on DBGSTOPCR setting*2

Voltage monitor O reset

Depends on DBGSTOPCR setting*3

Voltage monitor 1 reset or interrupt

Depends on DBGSTOPCR setting*3

Voltage monitor 2 reset or interrupt

Depends on DBGSTOPCR setting*3

SRAM parity error reset or interrupt

Depends on DBGSTOPCR setting*3

SRAM ECC error reset or interrupt

Depends on DBGSTOPCR setting*3

MPU bus master reset or interrupt

Same as user mode

MPU bus slave reset or interrupt

Same as user mode

Stack pointer error reset or interrupt

Same as user mode

Software reset Same as user mode

Note: In OCD Break mode, the CPU is halted. In OCD run mode, the CPU is in OCD mode and the CPU is not halted.
Note 1. The IWDT and WDT always stop in this mode.

Note 2. The IWDT and WDT operation depends on the DBGSTOPCR setting.

Note 3. Reset or interrupt masking depends on the DBGSTOPCR setting.

2.6 Programmers Model

2.6.1 Address Spaces

The MCU debug system includes two CoreSight Access Ports (AP):

e AHB-AP, which is connected to the CPU bus matrix and has the same access to the system address space as the
CPU

e APB-AP, which has a dedicated address space (OCD address space) and is connected to the OCD register.

Figure 2.2 shows the block diagram of the AP connection and address spaces.

........................

!
\  System address space
]
]
]

Port 0 .
LT 0 AHB-AP (through CPU BUS Matrix)

JTAG/SWD
|Z|———> SWJ-DP |—>
)
; DBGREG

DAP T
IC s A
1  OCD address space !

Port 1 i i
———>| APB-AP |——» :

i OCDREG |

]

"\ !

JTAG/SWD authentication block diagram

For debugging purposes, there are two register modules, DBGREG and OCDREG. DBGREG is located in the system
address space and can be accessed from the OCD emulator, the CPU, and other bus masters in the MCU. OCDREG is
located in the OCD address space and can be accessed only from the OCD tool. The CPU and other bus masters cannot
access the OCD registers.

Figure 2.2
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2.6.2 Cortex-M4 Peripheral Address Map

In system address space, the Cortex-M4 core has a Private Peripheral Bus (PPB) that can only be accessed from the CPU
and OCD emulator. The PPB is expanded from the Cortex-M4 original implementation for the MCU. Table 2.6 shows

the address map of the MCU.

Table 2.6 Cortex-M4 peripheral address map

Component name Start address End address Note

IT™ E000 0000h E000 OFFFh See reference 2.

DWT E000 1000h E000 1FFFh See reference 2.

FPB E000 2000h E000 2FFFh See reference 2.

SCS E000 EO0Oh E000 EFFFh See reference 2.

TPIU E004 0000h E004 OFFFh See reference 2.

ETM E004 1000h E004 1FFFh See reference 5.

ATB Funnel E004 2000h E004 2FFFh See section 2.7 and reference 4.
ETB E004 3000h E004 3FFFh See reference 6.

Time Stamp Generator E004 4000h E004 4FFFh See section 2.10 and reference 4.
ROM Table EOOF FOOOh EOOF FFFFh See section 2.6.3 and reference 7.

2.6.3 CoreSight ROM Table

The MCU contains one CoreSight ROM table, which lists all components implemented in the user area.

2.6.3.1 ROM Entries
Table 2.7 shows the ROM entries in the CoreSight ROM table. The OCD emulator can use the ROM entries to determine

which components are implemented in a system. See reference 7. for details.

Table 2.7 CoreSight ROM Table

# Address Access size R/W Value Target module

0 EOOF FOOOh 32 bits R FFFOF003 SCS

1 EOOF FO04h 32 bits R FFF02003 DWT

2 EOOF FO08h 32 bits R FFF03003 FPB

3 EOOF FOOCh 32 bits R FFF01003 IT™

4 EOOF FO10h 32 bits R FFF41003 TPIU

5 EOOF FO14h 32 bits R FFF42003 ETM

6 EOOF FO18h 32 bits R FFF43003 Funnel

7 EOOF FO1Ch 32 bits R FFF44003 ETB

8 EOOF FO20h 32 bits R FFF45003 TSG

9 EOOF F024h 32 bits R 00000000 (End of entries)
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26.3.2 CoreSight Component Registers

The CoreSight ROM Table lists the CoreSight component registers defined in the Arm CoreSight architecture.
Table 2.8 lists these registers. See reference 7. for details on each register.

Table 2.8 CoreSight Component Registers in the CoreSight ROM table

Name Address Access size R/W Initial value
DEVTYPE EOOF FFCCh 32 bits R 0000_0001h
PID4 EOOF FFDOh 32 bits R 0000_0004h
PID5 EOOF FFD4h 32 bits R 0000_0000h
PID6 EOOF FFD8h 32 bits R 0000_0000h
PID7 EOOF FFDCh 32 bits R 0000_0000h
PIDO EOOF FFEOh 32 bits R 0000_0002h
PID1 EOOF FFE4h 32 bits R 0000_0030h
PID2 EOOF FFE8h 32 bits R 0000_000Ah
PID3 EOOF FFECh 32 bits R 0000_0000h
CIDO EOOF FFFOh 32 bits R 0000_000Dh
CID1 EOOF FFF4h 32 bits R 0000_0010h
CID2 EOOF FFF8h 32 bits R 0000_0005h
CID3 EOOF FFFCh 32 bits R 0000_00B1h

26.4 DBGREG Module

The DBGREG module controls the debug functionalities and is implemented as a CoreSight-compliant component.
Table 2.9 lists the DBGREG registers other than the CoreSight component registers.

Table 2.9 Non-CoreSight DBGREG registers

Name DAP port Address Access size R/W
Debug Status Register DBGSTR Port 0 4001 BOOOh 32 bits R

Debug Stop Control Register DBGSTOPCR Port 0 4001 BO10h 32 bits R/W
Trace Control Register TRACECTR Port 0 4001 B020h 32 bits R/W

2.6.4.1 Debug Status Register (DBGSTR)

Address(es): DBG.DBGSTR 4001 B00Oh

b31  b30 b29  b28  b27 b26  b25  b24  b23  b22  b21  b20  b19  b18  b17  b16
CDBGP|CDBGP
— — |WRUP|WRUP| — — — — — — — — — — — —
ACK | REQ

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit Symbol Bit name Description R/W

b27 to b0 — Reserved These bits are read as 0. R

b28 CDBGPWRUPREQ Debug power-up 0: OCD is not requesting debug power-up R
request 1: OCD is requesting debug power-up.

b29 CDBGPWRUPACK Debug power-up 0: Debug power-up request is not acknowledged R
acknowledge 1: Debug power-up request is acknowledged.

b31, b30 — Reserved These bits are read as 0 R
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26.4.2

Address(es): DBG.DBGSTOPCR 4001 B010h

Debug Stop Control Register (DBGSTOPCR)

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
DBGST|DBGST I I
— — — — — — |OP_RE|OP_RP| — — — — — DBGSTOP_LVD[2:0]
CCR ER
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
DBGST|DBGST
— — — — — — — — — — — — — — |oP_w|OP_Iw
DT DT
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
Bit Symbol Bit name Description R/W
b0 DBGSTOP_IWDT Mask bit for IWDT reset  0: Enable IWDT reset or interrupt R/W
or interrupt 1: Mask IWDT reset or interrupt and stop WDT count when
CPU is in OCD break mode.
b1 DBGSTOP_WDT Mask bit for WDT resetor 0: Enable WDT reset or interrupt R/W
interrupt 1: Mask WDT reset or interrupt and stop WDT count when
CPU is in OCD break mode.
b15 to b2 — Reserved These bits are read as 0. The write value should be 0. R/W
b16 DBGSTOP_LVD[2:0] Mask bit for LVDO reset 0: Enable LVDO reset R/W
1: Mask LVDO reset.
b17 Mask bit for LVD1 reset 0: Enable LVD1 reset or interrupt R/W
or interrupt 1: Mask LVD1 reset or interrupt.
b18 Mask bit for LVD2 reset 0: Enable LVD2 reset or interrupt R/W
or interrupt 1: Mask LVD2 reset or interrupt.
b23tob19 — Reserved These bits are read as 0. The write value should be 0. R/W
b24 DBGSTOP_RPER Mask bit for SRAM parity  0: Enable SRAM parity error reset or interrupt R/W
error reset or interrupt 1: Mask SRAM parity error reset or interrupt.
b25 DBGSTOP_RECCR  Mask bit for SRAM ECC  0: Enable SRAM ECC error reset or interrupt R/W
error reset or interrupt 1: Mask SRAM ECC error reset or interrupt.
b31tob26 — Reserved These bits are read as 0. The write value should be 0. R/W

The Debug Stop Control Register (DBGSTOPCR) specifies the functional stop in OCD mode. All bits in the register are
regarded as 0 when the MCU is not in OCD mode.

Trace Control Register (TRACECTR)

2.6.4.3

Address(es): DBG.TRACECTR 4001 B020h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

ENETB| __ _ _ _ _ _ _ _ _ _ _ _ _ _ _

FULL

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Bit name Description R/W
b30 to b0 — Reserved These bits are read as 0. The write value should be 0. R/W
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Bit Symbol Bit name Description R/W

b31 ENETBFULL Enable bit for halt request on ETB full  0: ETB full does not cause a CPU halt R/W
1: ETB full causes a CPU halt.

2644 DBGREG CoreSight component registers

The DBGREG module provides the CoreSight component registers defined in the Arm CoreSight architecture. Table
2.10 lists these registers. See reference 7. for details on each register.

Table 2.10 DBGREG CoreSight component registers

Name Address Access size R/W Initial value
PID4 4001 BFDOh 32 bits R 0000_0004h
PID5 4001 BFD4h 32 bits R 0000_0000h
PID6 4001 BFD8h 32 bits R 0000_0000h
PID7 4001 BFDCh 32 bits R 0000_0000h
PIDO 4001 BFEOh 32 bits R 0000_0005h
PID1 4001 BFE4h 32 bits R 0000_0030h
PID2 4001 BFE8h 32 bits R 0000_001Ah
PID3 4001 BFECh 32 bits R 0000_0000h
CIDO 4001 BFFOh 32 bits R 0000_000Dh
CID1 4001 BFF4h 32 bits R 0000_00F0h
CID2 4001 BFF8h 32 bits R 0000_0005h
CID3 4001 BFFCh 32 bits R 0000_00B1h

2.6.5 OCDREG Module

The OCDREG register module controls the On-chip Debug (OCD) emulator functionalities and is implemented as a
CoreSight-compliant component. Table 2.11 lists the OCDREG registers.

Table 2.11 OCDRERG registers

Name DAP Port Address Access Size R/W

ID Authentication Code Register 0 IAUTHO Port 1 8000 0000h 32 bits w

ID Authentication Code Register 1 IAUTH1 Port 1 8000 0100h 32 bits w

ID Authentication Code Register 2 IAUTH2 Port 1 8000 0200h 32 bits w

ID Authentication Code Register 3 IAUTH3 Port 1 8000 0300h 32 bits w

MCU Status Register MCUSTAT Port 1 8000 0400h 32 bits R

MCU Control Register MCUCTRL Port 1 8000 0410h 32 bits R/W
Note: OCDREG is located in the dedicated OCD address space. This address map is independent from the system address map.
2.6.5.1 ID Authentication Code Register (IAUTHO to 3)

Four authentication registers are provided for writing the 128-bit key. These registers must be written in sequential order
from IAUTHO to IAUTH3. If the set of register writes is not compliant with this order, the result is unpredictable.

Only 32-bit writes are permitted. The initial value of the registers is all 1s. This means that JTAG/SWD access is initially
permitted when the ID code in the OSIS register has the initial value. See section 2.11.2, Unlock ID Code.

Address(es): IAUTHO 8000 0000h
b31 b0

IAUTHO: AID 31-0 bits

Value afterreset: 1 1 1 1 1 1 1 1 1 1 1 1 1 111 11 1111 1 1 11 1 1 1 1 11

Address(es): |AUTH1 8000 0100h
b31 b0
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IAUTH1: AID 63-32 bits

Value afterreset: 1 1 1 1 1 1 1 1 1 1 1 11 111 111111 1 11 11 1 1 1 11

Address(es): IAUTH2 8000 0200h
b31 b0

IAUTH2: AID 95-64 bits

Value afterreset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 11 11111 1 1 1 1 1 1 1 11

Address(es): IAUTH3 8000 0300h
b31 b0

IAUTH3: AID 127-96 bits

Value afterreset: 1 1 1 1 1 1 1 1 1 11 11 111 11 1111 1 111 1 1 1 1 11

26.5.2 MCU Status Register (MCUSTAT)

Address(es): MCUSTAT 8000 0400h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
CPUST|CPUSL
- - - - - - - - - - - - — |opcik| Eep | AVTH
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 1/0*1 1/0*1 0
Bit Symbol Bit name Description R/W
b0 AUTH Authentication Status  0:Authentication failed R
1:Authentication succeeded.
b1 CPUSLEEP - 0: CPU is not in Sleep mode R
1: CPU is in Sleep mode.
b2 CPUSTOPCLK - 0: CPU clock is not stopped, indicating that the MCU is in R

Normal mode or Sleep mode
1: CPU clock is stopped, indicating that the MCU is in Snooze
mode or Software Standby mode.

b31 to b3 — Reserved These bits are read as 0. R

Note 1. Depends on the chip status.
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2.6.5.3 MCU Control Register (MCUCTRL)
Address(es): MCUCTRL 8000 0410h
b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
EDBGR
— — — — — — — |DBRQ| — — — — — — — a
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Bit name Description R/W
b0 EDBGRQ External Debug Writing 1 to the bit causes a CPU halt or debug monitor R/W
Request exception.
0: Debug event not requested
1: Debug event requested.
When the EDBGRAQ bit is set to 0 or the CPU is halted, the
EDBCRAQ bit is cleared.
b7 to b1 — Reserved These bits are read as 0. The write value should be 0. R/W
b8 DBIRQ Debug Interrupt Writing 1 to the bit wakes up the MCU from low power mode. R/W
Request 0: Debug interrupt not requested
1: Debug interrupt requested.
The condition can be cleared by writing 0 to the DBIRQ bit.
b31tob9 — Reserved These bits are read as 0. The write value should be 0. R/W
Note:  Set DBIRQ and EDBGRAQ to the same value.
26.54 OCDREG CoreSight component registers
The OCDREG module provides the CoreSight component registers defined in the Arm CoreSight architecture.
Table 2.12 lists these registers. See reference 7. for details on each register.
Table 2.12 OCDREG CoreSight Component registers
Name Address Access size R/W Initial value
PID4 8000 OFDOh 32 bits Read only 0000_0004h
PID5 8000 OFD4h 32 bits Read only 0000_0000h
PID6 8000 OFD8h 32 bits Read only 0000_0000h
PID7 8000 OFDCh 32 bits Read only 0000_0000h
PIDO 8000 OFEOh 32 bits Read only 0000_0004h
PID1 8000 OFE4h 32 bits Read only 0000_0030h
PID2 8000 OFE8h 32 bits Read only 0000_000Ah
PID3 8000 OFECh 32 bits Read only 0000_0000h
CIDO 8000 OFFOh 32 bits Read only 0000_000Dh
CID1 8000 OFF4h 32 bits Read only 0000_00F0h
CID2 8000 OFF8h 32 bits Read only 0000_0005h
CID3 8000 OFFCh 32 bits Read only 0000_00B1h
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2.7 CoreSight ATB Funnel

There is one CoreSight ATB funnel in the chip. The funnel has two ATB slaves and one ATB master, and it selects the
debug trace source from ETM and ITM to ETB. Figure 2.3 shows the CoreSight ATB connection in the chip.

IT™M ETM

A
ATB ATB
Replicator Replicator
y
ATB
Funnel

ETB TPIU

<

<

Figure 2.3 CoreSight ATB connection
Table 2.13 shows the ATB slave connection for the funnel.

Table 2.13 ATB slave connection

ATB slave number Connected trace source
#0 IT™
#1 ETM

For details of ATB and funnel, see reference 4.

2.8 Flash Patch and Break Unit

The MCU has a Flash Patch and Break unit. Breakpoint function is available but flash patch (remap) function is
unavailable. Therefore, do not set the REPLACE bits, [31:30], in the FP_ COMPn register to 0. Bit [28] of the
FP_REMAP register is always set to 1. When writing to this register, write 1 in bit [28]. When reading this register, bit
[28] is always read as 1. See reference 1. for details.

29 SysTick System Timer

The SysTick system timer provides a simple 24-bit down counter. The reference clock for the timer can be selected as the
CPU clock (ICLK) or clkly_stclk. See section 9, Clock Generation Circuit and reference 1.*1 for details.

Note 1. In reference 1., the IMPLEMENTATION DEFINED external reference clock is SYSTICCLK (LOCO), and the
processor clock is ICLK.
2.10 CoreSight Time Stamp Generator

A CoreSight Time Stamp Generator provides a CPU clock-based timestamp to ITM and ETM. The 48 LSB bits of the
64-bit counter are used for the two components. See reference 4. for details.
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2.11 OCD Emulator Connection

A JTAG/SWD authentication mechanism checks access permission for debug and chip resources. To obtain full debug
functionality, a pass result of the authentication mechanism is required. Figure 2.4 shows the block diagram of the
authentication mechanism.

Y

Emulator
Host PC

This MCU
~

S
To: CPU Bus To: CPU Debu
ocD /\/—>| SWJ-DP |—> —>| AHB-AP l—» 9
Emulator T I

—  / /
4

JTAG/SWD 1
—>| APB-AP |—>| OCDREGI D

Comparator

A4

Option-setting

o memory ! IAUTH output
1
Unlock ID !
Compare result
(Debug enable)
.
Figure 2.4 Authentication mechanism block diagram

An ID comparator is available in the MCU for authentication. The comparator compares the 128-bit IAUTH output from
OCDREG and the 128-bit Unlock ID code from the option-setting memory. When the two outputs are identical, the CPU
debug functions and system bus access from the OCD emulator are permitted.

2.11.1 DBGEN

After the OCD emulator gets access permission, the OCD emulator must set the DBGEN bit in the System Control OCD
Control Register (SYOCDCR). In addition, the OCD emulator must clear the DBGEN bit before disconnecting. See
section 11, Low Power Modes for details.

211.2 Unlock ID Code

The Unlock ID code is used for checking permissions for debug and access to on-chip resources. If the Unlock ID code
matches the 128-bit data written in the ID Authentication Registers 0 to 3, the JTAG/SWD debugger obtains access
permission. Unlock ID code is written in the OCD/Serial Programmer ID Setting Register (OSIS) in the option-setting
memory. The initial value of the Unlock ID code is all 1s (FFFFFFFF_FFFFFFFF_FFFFFFFF FFFFFFFFh). See section

7, Option-Setting Memory for details.

2113 Restrictions on Connecting an OCD Emulator

This section describes the restrictions on emulator access.

2.11.3.1 Starting connection while in a low power mode

When starting a JTAG/SWD connection from an OCD emulator, the chip must be in Normal mode or Sleep mode. If the
chip is in Software Standby or Snooze mode, the OCD emulator can cause the chip to hang.

211.3.2 Changing a low power mode while in OCD mode

When the chip is in OCD mode, the low power mode can be changed in the chip. However, system bus access from
AHB-AP is prohibited in Software Standby or Snooze mode. Only SWJ-DP, APB-AP and OCDREG can be accessed
from the OCD emulator in these modes. Table 2.14 shows the constraints by mode.
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Table 2.14 Restrictions by mode
Start OCD emulator Change low power Access AHB-AP and Access APB-AP and
Active mode connection mode system bus OCDREG
Normal Yes Yes Yes Yes
Sleep Yes Yes Yes Yes
Software Standby No Yes No Yes
Snooze No Yes No Yes

If system bus access is required in Software Standby or Snooze mode, set the MCUCTRL.DBIRQ bit in OCDREG to
wake up the MCU from the low power modes. Simultaneously, using the MCUCTRL.EDBGRQ bit in OCDREG, the
OCD emulator can wake up the MCU without starting CPU execution by using a CPU break.

211.3.3 Modify the Unlock ID code in OSIS

After modifying the unlock ID code in OSIS, the OCD emulator must reset the MCU by asserting the RES pin or setting
the SYSRESETREQ bit of the Application Interrupt and Reset Control Register in the system control block to 1. The
modified unlock ID code is reflected after the reset.

211.3.4 Connecting Sequence and JTAG/SWD Authentication

Because the OCD emulator is protected by the JTAG/SWD authentication mechanism, the OCD might be required to
input the ID code to the authentication registers. The OSIS value in the option-setting memory determines whether the
code is required. After the negation of the reset, a 44 ps wait time is needed before comparing the OSIS at cold start.

(1) When MSB of OSIS is 0 (Bit [127] = 0)

The ID code is always non-matching, and connection to the on-chip debugger is prohibited.

(2) When OSIS is all 1s (default)
OCD authentication is not required and OCD can use the AHB-AP without the authentication.
1. Connect the OCD emulator to the MCU through the JTAG interface or SWD interface.

2. Setup SWI-DP to access the DAP Bus. In the setup, the OCD emulator must assert COBGPWRUPREQ in the SWJ-
DP Control Status Register, and then wait until CSDBGPWRUPACK in the same register is asserted.

3. Setup the AHB-AP to access the system address space. AHB-AP is connected to DAP bus port 0.

4. Start accessing the CPU debug resources using the AHB-AP.
(3) When OSIS[127:126] is 10b

OCD authentication is required and the OCD must write the unlock code to the IAUTH registers 0 to 3 in OCDREG
before using the AHB-AP.

1. Connect the OCD debugger to the MCU through the JTAG interface or SWD interface.

2. Setup SWIJ-DP to access the DAP bus. In the setup, the OCD emulator must assert CDBGPWRUPREQ in SWJ-DP
Control Status Register, and then wait until CSDBGPWRUPACK in the same register is asserted.

3. Setup the APB-AP to access OCDREG. APB-AP is connected to the DAP bus port 1.
4. Write the 128-bit ID code to IAUTH registers 0 to 3 in the OCDREG using the APB-AP.

5. Ifthe 128-bit ID code matches the value of the OSIS, the AHB-AP is authorized to issue an AHB transaction. The
authorization result can be confirmed in the AUTH bit in the MCUSTAT register or the DbgStatus bit in the AHB-
AP Control Status Word Register.

e When the DbgStatus bit is 1, the 128-bit ID code is a match with the OSIS value. AHB transfers are permitted.

o  When the DbgStatus bit is 0, the 128-bit ID code is not a match with the OSIS value. AHB transfers are not
permitted.

6. Setup the AHB-AP to access system address space. The AHB-AP is connected to the DAP bus port 0.
7. Start accessing the CPU debug resources using the AHB-AP.
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(4) When OSIS[127:126] is 11b

OCD authentication is required and the OCD must write the Unlock ID code to [AUTH registers 0 to 3 in OCDREG. The
connection sequence is the same when OSIS[127:126] is 10b except for “ALeRASE” capability.

When IATUHO-3 are “ALeRASE” in ASCII code (414C 6552 4153 45FF FFFF FFFF FFFF FFFFh), the content of
Code flash, Data flash, and Configuration area are erased at once. See section 48., Flash Memory for details.

The ALeRASE sequence is as follows:
1. Connect the OCD debugger to the MCU through the JTAG or SWD interface.

2. Setup the SWIJ-DP to access the DAP bus. In the setup, the OCD emulator must assert CDBGPWRUPREQ in the
SWIJ-DP Control Status Register, then wait until CSDBGPWRUPACK in the same register is asserted.

3. Set the APB-AP to access OCDREG. This APB-AP is connected to the DAP bus port 1.

4.  Write the 128-bit ID code to IAUTH registers 0 to 3 in the OCDREG using the APB-AP.

5. Ifthe 128-bit ID code is “ALeRASE” in ASCII code, the contents of Code flash, Data flash, and Configuration area

are erased. Then, the MCU transitions to Sleep mode.

212 References

1. ARM®y7-M Architecture Reference Manual (ARM DDI 0403D)
ARM® Cortex®-M4 Processor Technical Reference Manual (ARM DDI 0439D)
ARM® Cortex®-M4 Devices Generic User Guide (ARM DUI 0553A)
ARM® CoreSight™ SoC-400 Technical Reference Manual (ARM DDI 0480F)
ARM® CoreSight™ ETM-M4 Technical Reference Manual (ARM DDI 0440C)
ARM® CoreSight™ Trace Memory Controller Technical Reference Manual (ARM DDI 0461B)
ARM® CoreSight™ Architecture Specification (ARM IHI 0029D)
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3. Operating Modes

3.1 Overview

Table 3.1 shows the selection of operating modes by the mode-setting pin. For details, see section 3.2, Operating Mode
Details. Operation starts when the on-chip flash memory is enabled, regardless of the mode in which operation started.

Table 3.1 Selection of operating modes by the mode-setting pin
Mode-setting pin
MD Operating mode On-chip flash memory
1 Single-chip mode Enable
0 SCI/USB boot mode Enable

3.2 Operating Mode Details
3.2.1 Single-Chip Mode

In single-chip mode, all I/O pins are available for use as input or output port, inputs or outputs for peripheral functions, or
as interrupt inputs. When a reset is released while the MD pin is high, the chip starts in single-chip mode and the on-chip
flash is enabled.

322 SCI Boot Mode

In this mode, the on-chip flash memory programming routine (SCI boot program), stored in a dedicated area within the

MCU, is used. The on-chip flash, including the code flash memory and data flash memory, can be modified from outside
the MCU by using a Serial Communication Interface (SCI). For details, see section 48, Flash Memory. The MCU starts
up in SCI boot mode if the MD pin is held low on release from the reset state.

323 USB Boot Mode

In this mode, the on-chip flash memory programming routine (USB boot program), stored in the boot area within the
MCU, is used. The on-chip flash, including the code flash memory and data flash memory, can be modified from outside
the MCU by using the USB. For details, see section 48, Flash Memory. The MCU starts in USB boot mode if the MD pin
is held low on release from the reset state.

3.3 Operating Mode Transitions
3.3.1 Operating Mode Transitions as Determined by the Mode-Setting Pin

Figure 3.1 shows operating mode transitions determined by the MD pin settings.

e MD =1 and release RES pin

e Release POR RES pin or POR occurs

RES pin or POR occurs

MD = 0 and release RES pin

SCI boot mode
USB boot mode

Single-chip mode

Figure 3.1 Mode-setting pin level and operating mode
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4. Address Space
4.1 Address Space

The MCU supports a 4-GB linear address space ranging from 0000 0000h to FFFF FFFFh, that can contain both program

and data. Figure 4.1 shows the memory map.

FFFF FFFFh
System for Cortex*-M4
E000 0000h
Reserved area*?
8400 0000h
External address space
(CS area)
8000 0000h
Reserved area*?
6800 0000h
External address space
(SPI area)
6000 0000h
Reserved area*?
407F B1AOh
On-chip flash
407F B19Ch (option-setting memory)
Reserved area*?
407F 0000h Flash 110 ist
407E 0000h as registers
Reserved area*?
4010 4000h
On-chip flash (data flash)
4010 0000h
Peripheral 1/O registers
4000 0000h
Reserved area*?
2003 0000h
On-chip SRAM*!
2000 0000h
*2
0280 0000h MReserveq area
0200 0000h ;m"ry m(;""r area
0101 0034h [——— e:e”’t_e ari_a
0101 0008h n-chip flash (option-setting memory)
Reserved area*?
0100 4000h
On-chip flash (option-setting memory)
0100 3C00h
Reserved area*?
0010 0000h
On-chip flash (program flash)
(read only)*!.*3
0000 0000h
Note 1. The capacity of the flash or SRAM depends on the products.
Note 2. Do not access reserved areas.
Note 3. Some regions are reserved for the option-setting memory. For details, see section 7, Option-Setting Memory.

Figure 4.1 Memory map
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4.2

External Address Space

The external address space is divided into CS areas (CS0 to CS3) and SPI area. The four CS areas (CSO0 to CS3) each
correspond to the CSn signal output from a CSn (n = 0 to 3) pin. The SPI area is divided into two areas, QSPI I/O
registers, and external SPI device space. Figure 4.2 shows the address ranges associated with the individual CS areas

(CS0 to CS3) and SPI area.
83FF FFFFh
FFFF FFFFh
System for Cortex-M4
ystem for Cortex: CS3 (16 MB)
E000 0000h
8300 0000h
- 82FF FFFFh
Reserved area*!
CS2 (16 MB)
8200 0000h
8400 0000h
External address space 81FF FFFFh
CS area)
8000 0000h CS1 (16 MB)
» .
Reserved area*!
6800 0000h 8100 0000h
External address space \ 80FF FFFFh
(SPI area)
6000 0000h
Reserved area*! h ™~ CS0 (16 MB)
407F B1AOh ™
On-chip flash (option-setting memory) N
407F B19Ch ~ 8000 0000h
Reserved area*' N “\
407F 0000h -
407E 0000h Flash I/O registers 67FF FFFFh
Reserved area*! ™ QSPI I/O registers
6400 0000h
4010 4000h 63FF FFFFh
On-chip flash (data flash) External SPI device
4010 0000h
Peripheral 1/0 registers 6000 0000h
4000 0000h
Reserved area*!
2003 0000h
On-chip SRAM
2000 0000h Reserved area™
0280 0000h Memeose me; a':aarea
0200 0000h . v dpp' 98
0101 0034h - e:e"'t_e arff
0101 0008h n-chip flash (option-setting memory)
Reserved area*!
0100 4000h
On-chip flash (option-setting memory)
0100 3C00h
Reserved area*!
0010 0000h
On-chip flash (program flash)
(read only)
0000 0000h
Note 1. Do not access reserved areas.
Figure 4.2 Association between external address spaces and CS areas
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5. Memory Mirror Function (MMF)

51 Overview

The MCU provides a Memory Mirror Function (MMF). You can configure the MMF to map an application image load
address in the code flash memory to the application image link address in the unused 23-bit memory mirror space
addresses. Your application code must be developed and linked to run from this MMF destination address. The
application code is not required to know the load location where it is stored in code flash memory.

Table 5.1 lists the MMF specifications.

Table 5.1 MMF specifications
Parameter Description
Memory mirror space 8 MB (0200 0000h to 027F FFFFh)
Memory mirror boundary 128 bytes

5.2 Register Descriptions
521 MemMirror Special Function Register (MMSFR)

Address(es): MMF.MMSFR 4000 1000h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

KEY[7:0] — MEMMIRADDR([15:9]

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

MEMMIRADDRJ8:0] — — — — — — —

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits Symbol Bit name Description R/W
b6 to b0 — Reserved These bits are read as 0. The write value should be 0. R/W
b22to b7  MEMMIRADDR][15:0] Memory Mirror Address 0000h to FFFFh (8 MB) R/IW
b23 — Reserved This bit is read as 0. The write value should be 0. R/wW
b31tob24 KEY[7:0] MMSFR Key Code These bits enable or disable rewriting of the R/W

MEMMIRADDR bits

MEMMIRADDR[15:0] bits (Memory Mirror Address)

The MEMMIRADDR bits specify bits [22:7] of the memory mirror address. They define where the start address of the
memory mirror space addresses (0200 0000h) is linked to. Writing to these bits is enabled only when this register is
accessed in 32-bit units and the value DBh is written to the KEY[7:0] bits.

KEY[7:0] bits (MMSFR Key Code)

The KEY[7:0] bits enable or disable rewriting of the MEMMIRADDR[15:0] bits. Data written to the KEY[7:0] bits is
not saved. These bits are read as 0. The KEY code and MEMMIRADDR[15:0] bits must be written to in the same cycle.
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5.2.2 MemMirror Enable Register (MMEN)

Address(es): MMF.MMEN 4000 1004h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

KEY[7:0] — — — — — — — —

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

— — — — — — — — — — — — — — — EN
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits Symbol Bit name Description R/W
b0 EN Memory Mirror Function Enable 0: Disable MMF R/W

1: Enable MMF.
b23 to b1 — Reserved These bits are read as 0. The write value should be 0. R/wW
b31tob24 KEY[7:0] MMEN Key Code These bits enable or disable rewriting of the EN bit R/W

EN bit (Memory Mirror Function Enable)

Writing to the EN bit is enabled only when the MemMirror Enable register is accessed in 32-bit units and the value DBh
is written to the KEY[7:0] bits.

KEY[7:0] bits (MMEN Key Code)

The KEY[7:0] bits enable or disable rewriting of the EN bit. Data written to the KEY[7:0] bits is not saved. These bits
are read as 0. The KEY code and the EN bit must be written in the same cycle.
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53 Operation

5.3.1 MMF

The MMF links the memory mirror space (0200 0000h to 027F FFFFh) to the code flash area. f MMEN.EN = 1, the
CPU can access code flash using both normal addresses (starting at 0000 0000h) and memory mirror space addresses
(starting at 0200 0000h). Figure 5.1 shows an overview of the MMF. The MMSFR.MEMMIRADDR bits specify where
the starting address of the memory mirror space addresses (0200 0000h) is linked to. Figure 5.2, Figure 5.3, and Figure
5.4 show the MMF operation. Figure 5.5 shows the setting procedure of the MMF.

b31 b24 23 b16 b5 b8 b7 b0
Addressbus‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 1 ‘ 0 ‘ 0 ‘ © T Memory mirmor space [0200 0000h to 027F FFFFR| “
MemMirrorSFR‘7‘7‘7‘7‘7‘7‘7‘7‘7‘ ‘ MEMMRADDRI150] ‘o‘o‘o‘o‘o‘o‘o‘
Codeﬂashaddress‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ C T T T Addressbus[220] + MEMMIRADDRI220] “

027F FFFFh [— 1 MEMMIRADDR - 1

0042 237Fh
Memory mirror space > < 8 MB code flash MAT
addresses addresses

Example: MemMirrorSFR = 0042 2380h
Read from 0200 1000h = Code flash 0042 3380h

027F FFFFh - MEMMIRADDR +1|__J % \__| 0000 0000N Read from 023 8123h = Code flash 0000 A4A3h
.‘§=
027F FFFFh - MEMMIRADDR [ § | OO7FFFFFh
3
3
m
(2]
- <
he}
2
020000000 |/ | g"oi’\z’"\z"ga‘?m
Figure 5.1 MMF operation
MemMirror SFR Memory mirror space (fixed value)
cPU - :don't care
Hex|0]o]4]2[2]s[s o] oin ol o o o L LT L R L
\ A J
. Y Y
\\\32 bits 1 128-byte boundary Fixed value is acceptable Fixed mirror area
In this case, 0200 0000h to 027F FFFFh
Address bus
N Adder"
™~ its
™~ \Hsz bits
‘ Selector }
t 32 bits
Code flash
Note 1.  For details, see Figure 5.4.
Figure 5.2 MMF block diagram
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Figure 5.3 shows the addresses handled by each module. The Arm® MPU uses the original address of the CPU. The
Security MPU and code flash memory each use an address after conversion through the Memory Mirror Function.

CPU

Original address of CPU
v

| Memory Mirror Function |

!

| Security MPU

!

Code flash memory

| Conversion address by
Memory Mirror Function

Figure 5.3 Address handling by each module

No

Yes Compare the address bus and the memory

mirror space (0200 0000h to 027F FFFFh)

Address bus [31:23] = No
000000100b

Add the MEMMIRADDR to the address
Yes bus

Code flash address [6:0] = Address bus [6:0]
Code flash address [22:7] = Address bus [22:7] +
MMSFR.MEMMIRADDR [15:0]

Code flash address [31:23] = 000000000b

Code flash address [31:0] = Address bus [31:0]

A

End

Figure 5.4 MMF operation flow
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Start

Y
Set
MMSFR.MEMMIRADDR[15:0]
(start address of application in
code flash area)

y
Set MMEN.EN =1

Figure 5.5 MMF setup flow

5.3.2 Setting Example

The application code on the code flash can be accessed from the address 0200 0000h on the memory mirror space by
setting up the code flash address in MMSFR.MEMMIRADDR, and setting MMEN.EN to 1.

Figure 5.6 shows an example of how to use the MMF.

027F FFFFh

Memory mirror space

0201 0000h
Application code
0200 0000h

A

003F FFFFh

Code flash You can choose any version of application code in the

MMSFR register

Application code ver3

Application code ver2

0012 0000h

0011 0000h

Application code ver1
0010 0000h v

0001 0000h Jump to application code after

Shared start up code initialization
0000 0000h - Always the same address

Figure 5.6 MMF setting example

Set the MMSEFR register to DB10 0000h to use the application code verl.
Set the MMSEFR register to DB11 0000h to use the application code ver2.
Set the MMSEFR register to DB12 0000h to use the application code ver3.
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6. Resets

6.1 Overview
The MCU provides 14 resets:
e RES pin reset
e Power-on reset
e VBATT-selected voltage power-on reset
¢ Independent watchdog timer reset
e Watchdog timer reset
e Voltage monitor 0 reset
e Voltage monitor 1 reset
e Voltage monitor 2 reset
e SRAM parity error reset
e SRAM ECC error reset*
e Bus master MPU error reset
e Bus slave MPU error reset
e CPU stack pointer error reset
e Software reset.

Table 6.1 lists the reset names and sources.

Table 6.1 Reset names and sources

Reset name

Source

RES pin reset

Voltage input to the RES pin is driven low

Power-on reset

VCC rise (voltage detection: Vpgog)™

VBATT selected voltage power-on reset

VCC fall (voltage detection: VpergarT)'!

Independent watchdog timer reset

IWDT underflow or refresh error

Watchdog timer reset

WDT underflow or refresh error

Voltage monitor O reset

VCC fall (voltage detection: Vygig)™!

Voltage monitor 1 reset

VCC fall (voltage detection: Vggtq)™!

Voltage monitor 2 reset

VCC fall (voltage detection: Vyep)™!

SRAM parity error reset

SRAM parity error detection

SRAM ECC error reset

SRAM ECC error detection

Bus master MPU error reset

Bus master MPU error detection

Bus slave MPU error reset

Bus slave MPU error detection

CPU stack pointer error reset

CPU stack pointer error detection

Software reset

Register setting (use the Arm® software reset bit, AIRCR.SYSRESETREQ)

Note 1.  For details on the voltages to be monitored (VpoRr, Vdeto: Vdet1: Vdetz: and VpeteaTT), See section 8, Low Voltage Detection
(LVD), and section 52, Electrical Characteristics.
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The internal state and pins are initialized by a reset. Table 6.2 and Table 6.3 list the targets initialized by resets.

Table 6.2 Reset detect flags initialized by each reset source
Reset source
Voltage Independent Voltage Voltage

RES pin Power-on monitor 0 watchdog Watchdog monitor 1 monitor 2 Software
Flags to be initialized reset reset reset timer reset timer reset reset reset reset
Power-On Reset Detect Flag (RSTSR0.PORF) v x x x x x x x
Voltage Monitor 0 Reset Detect Flag v v x x x x x X
(RSTSRO.LVDORF)
Independent Watchdog Timer Reset Detect Flag v v v x x x x x
(RSTSR1.IWDTRF)
Watchdog Timer Reset Detect Flag v v v x x x x x
(RSTSR1.WDTRF)
Voltage Monitor 1 Reset Detect Flag v v v x x x x x
(RSTSRO.LVD1RF)
Voltage Monitor 2 Reset Detect Flag v v v x x x x x
(RSTSRO0.LVD2RF)
Software Reset Detect Flag (RSTSR1.SWRF) v v v x x x x x
SRAM Parity Error Reset Detect Flag v v v x x x x x
(RSTSR1.RPERF)
SRAM ECC Error Reset Detect Flag v v v x x x x x
(RSTSR1.REERF)
Bus Slave MPU Error Reset Detect Flag v v v x x x x x
(RSTSR1.BUSSRF)
Bus Master MPU Error Reset Detect Flag v v v x x x x x
(RSTSR1.BUSMRF)
Stack Pointer Error Reset Detect Flag v v v x x x x x
(RSTSR1.SPERF)
Cold Start/Warm Start Determination Flag x v x x x x x x
(RSTSR2.CWSF)

Reset source

SRAM Bus master | Bus slave Stack

parity error | SRAM ECC MPU error MPU error pointer VBATT_
Flags to be initialized reset error reset reset reset error reset POR*1
Power-On Reset Detect Flag (RSTSR0.PORF) x x x x x x
Voltage Monitor O Reset Detect Flag x x x x x x
(RSTSRO0.LVDORF)
Independent Watchdog Timer Reset Detect Flag x X x x x x
(RSTSR1.IWDTRF)
Watchdog Timer Reset Detect x x x x x x
Flag(RSTSR1.WDTRF)
Voltage Monitor 1 Reset Detect Flag x x x x x x
(RSTSRO.LVD1RF)
Voltage Monitor 2 Reset Detect Flag x X x x x x
(RSTSRO0.LVD2RF)
Software Reset Detect Flag (RSTSR1.SWRF) x x x x x x
SRAM Parity Error Reset Detect Flag x x x x x x
(RSTSR1.RPERF)
SRAM ECC Error Reset Detect Flag x X x x x x
(RSTSR1.REERF)
Bus Slave MPU Error Reset Detect Flag x x x x x x
(RSTSR1.BUSSRF)
Bus Master MPU Error Reset Detect Flag x x x x x x
(RSTSR1.BUSMRF)
Stack Pointer Error Reset Detect Flag x X x x x x
(RSTSR1.SPERF)
Cold Start/Warm Start Determination Flag x x x x x x
(RSTSR2.CWSF)

v: Initialized to 0
x: Not initialized

Note 1. For VBATT_POR details, see section 12, Battery Backup Function.
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Table 6.3 Module-related registers initialized by each reset source
Reset source
Independent
Voltage watchdog | Watchdog | Voltage Voltage
RES pin Power-on monitor 0 | timer timer monitor 1 monitor 2 | Software
Registers to be initialized reset reset reset reset reset reset reset reset
Watchdog timer registers WDTRR, WDTCR, WDTSR, v v v v v v
WDTRCR, WDTCSTPR
Voltage monitor function 1 LVD1CRO, LVCMPCR.LVD1E, | v/ v v v v x X x
registers LVDLVLR.LVD1LVL
LVD1CR1/LVD1SR v v v v v X X X
Voltage monitor function 2 LVD2CRO, LVCMPCR.LVD2E, | v/ v v v v x X x
registers LVDLVLR.LVD2LVL
LVD2CR1/LVD2SR v v v v v X x X
SOSC registers SOSCCR x X x X X X x X
SOMCR X X X X X x X x
LOCO registers LOCOCR v v v v v v v v
LOCOUTCR x X x X X X X X
MOSC registers MOMCR v v v v v v v v
Realtime clock*2 registers X X X X X x X x
AGT registers x X x X X X X X
MPU registers v v v v v v v v
Pin states (except XCIN/XCOUT pin) v v v v v v v v
Pin states (XCIN/XCOUT pin) x X x X X X X X
Battery backup registers VBTCR1 x v x X x X x X
VBTCR2, VBTSR, x X x X X X x X
VBTCMPCR, VBTLVDICR,
VBTWCTLR,
VBTWCHOOTSR,
VBTWCH10TSR,
VBTWCH20TSR, VBTICTLR,
VBTOCTLR, VBTWTER,
VBTWEGR, VBTWFR
VBTBKRn(n = 0 to 511) x x x x x X x X
Registers other than those shown, CPU, and internal state v v v v v v v v
Reset source
Bus
SRAM SRAM master Bus slave | Stack
parity ECC error | MPU error | MPU error | pointer VBATT_
Registers to be initialized error reset | reset reset reset error reset | POR*3
Watchdog timer registers WDTRR, WDTCR, WDTSR, v v v v v X
WDTRCR, WDTCSTPR
Voltage monitor function 1 LVD1CRO, LVCMPCR.LVD1E, x x x x x X
registers LVDLVLR.LVD1LVL
LVD1CR1/LVD1SR x X x X x X
Voltage monitor function 2 LVD2CRO, LVCMPCR.LVD2E, X X X X X X
registers LVDLVLR.LVD2LVL
LVD2CR1/LVD2SR X X X X X x
SOSC registers SOSCCR X X X X X V*1
SOMCR X X X X X v
LOCO registers LOCOCR v v v v v v
LOCOUTCR X X X X X v
MOSC registers MOMCR v v v v v X
Realtime Clock (RTC) register*2 x X x X X X
AGT register X X X x X v
MPU register v v X X X x
Pin states (except XCIN/XCOUT pin) v v v v v x
Pin states (XCIN/XCOUT pin) X X X X X v
Battery backup registers VBTCR1 x X x x x X
VBTCR2, VBTSR, X X X X X v
VBTCMPCR, VBTLVDICR,
VBTWCTLR,
VBTWCHOOTSR,
VBTWCH10TSR,
VBTWCH20TSR, VBTICTLR,
VBTOCTLR, VBTWTER,
VBTWEGR, VBTWFR
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Reset source
Bus
SRAM SRAM master Bus slave | Stack
parity ECC error | MPU error | MPU error | pointer VBATT_
Registers to be initialized error reset | reset reset reset error reset | POR*3
Battery backup registers | VBTBKRn(n =0 to 511) X X X X X x
Registers other than those shown, CPU, and internal state v v v v v x

v Initialized
x: Not initialized

Note 1.
Note 2.

Note 3.

For the initial value of each register, see section 9, Clock Generation Circuit.

The RTC has a software reset. RCR1.RTCOS, RCR1.CIE, RCR2.RTCOE, RCR2.ADJ30, and RCR2.RESET are initialized by
all types of resets. For details on the target bits, see section 25, Realtime Clock (RTC).

For VBATT_POR details, see section 12, Battery Backup Function.

RTC is not initialized by any reset source. AGT are not initialized by any reset source except VBATT POR. SOSC and
LOCO can be selected as the clock sources of RTC and AGT. Table 6.4 and Table 6.5 show the states of SOSC and
LOCO when a reset occurs.

Table 6.4 States of SOSC when a reset occurs
Reset Source
State VBATT_POR Other
SOSC | Enable or disable | Initialized to disable Continue with the state that was selected before the reset occurred

Drive capability

Initialized to Normal mode

Continue with the state that was selected before the reset occurred

XCIN/XCOUT Initialized to general-purpose Continue with the state that was selected before the reset occurred
input pins
Table 6.5 States of LOCO when a reset occurs
Reset source
State VBATT_POR Other
LOCO Enable or disable | Initialized to enable

Oscillation
accuracy

Initialized to accuracy before
trimming by LOCOUTCR
(accuracy: +/- 15%)

Continue the accuracy that was trimmed by LOCOUTCR

When a reset is canceled, a reset exception handling starts.

Table 6.6 lists the pin related to the reset function.

Table 6.6 Reset /O pin
Pin name /0 Function
RES Input Reset pin
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6.2 Register Descriptions

6.2.1 Reset Status Register 0 (RSTSRO)

Address(es): SYSTEM.RSTSRO0 4001 E410h

b7 b6 b5 b4 b3 b2 b1 b0
LVD2R | LVD1R | LVDOR
— — — — F F F PORF
Value after reset: 0 0 0 0 x*1 x*1 x*1 x*1
Bit Symbol Bit name Description R/W
b0 PORF Power-On Reset Detect Flag 0: Power-on reset not detected R(/W)"2
1: Power-on reset detected.
b1 LVDORF Voltage Monitor O Reset Detect Flag 0: Voltage monitor 0 reset not detected R(/W)*2
1: Voltage monitor O reset detected.
b2 LVD1RF Voltage Monitor 1 Reset Detect Flag 0: Voltage monitor 1 reset not detected R(/W)"2
1: Voltage monitor 1 reset detected.
b3 LVD2RF Voltage Monitor 2 Reset Detect Flag 0: Voltage monitor 2 reset not detected R(/W)*2
1: Voltage monitor 2 reset detected.
b7tob4 — Reserved These bits are read as 0. The write value should be 0. R/W

Note 1. The value after reset depends on the reset source.

Note 2.  Only 0 can be written to clear the flag. The flag must be cleared by writing 0 after 1 is read.

POREF flag (Power-On Reset Detect Flag)
The POREF flag indicates that a power-on reset occurred.
[Setting condition]

e When a power-on reset occurs.

[Clearing conditions]

e When a reset listed in Table 6.2 occurs
e When 1 is read from and then 0 is written to PORF.

LVDOREF flag (Voltage Monitor 0 Reset Detect Flag)

The LVDORF flag indicates that the VCC voltage fell below V jq0-

[Setting condition]
e When a voltage monitor 0 reset occurs.
[Clearing conditions]

e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to LVDORF.

LVD1RF flag (Voltage Monitor 1 Reset Detect Flag)

The LVDIRF flag indicates that VCC voltage fell below V goqy.

[Setting condition]

e When a voltage monitor 1 reset occurs.
[Clearing conditions]

e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to LVD1RF.

LVD2RF flag (Voltage Monitor 2 Reset Detect Flag)

The LVD2RF flag indicates that VCC voltage fell below V go5.

[Setting condition]
e When a voltage monitor 2 reset occurs.
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[Clearing conditions]
e When a reset listed in Table 6.2 occurs
e When 1 is read from and then 0 is written to LVD2RF.

6.2.2 Reset Status Register 1 (RSTSR1)

Address(es): SYSTEM.RSTSR1 4001 EOCOh

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
BUSM [BUSSR WDTR (IWDTR
— — — |SPERF RF = REERF|RPERF| — — — — — SWRF E F
Value after reset: 0 0 0 x*1 x*1 x*1 x*1 x*1 0 0 0 0 0 x*1 x*1 x*1
x: Undefined
Bit Symbol  Bit name Description R/W
b0 IWDTRF  Independent Watchdog Timer Reset 0: Independent watchdog timer reset not detected R(/W)*2
Detect Flag 1: Independent watchdog timer reset detected.
b1 WDTRF  Watchdog Timer Reset Detect Flag 0: Watchdog timer reset not detected R(/W)*2
1: Watchdog timer reset detected.
b2 SWRF Software Reset Detect Flag 0: Software reset not detected R(/W)*2
1: Software reset detected.
b7 to b3 — Reserved These bits are read as 0. The write value should be 0. R/W
b8 RPERF SRAM Parity Error Reset Detect Flag 0: SRAM parity error reset not detected R(/W)*2
1: SRAM parity error reset detected.
b9 REERF SRAM ECC Error Reset Detect Flag 0: SRAM ECC error reset not detected R(/W)*2
1: SRAM ECC error reset detected.
b10 BUSSRF Bus Slave MPU Error Reset Detect Flag ~ 0: Bus slave MPU error reset not detected R(/W)*2
1: Bus slave MPU error reset detected.
b11 BUSMRF Bus Master MPU Error Reset Detect Flag  0: Bus master MPU error reset not detected R(/W)*2
1: Bus master MPU error reset detected.
b12 SPERF SP Error Reset Detect Flag 0: SP error reset not detected R(/W)*2
1: SP error reset detected.
b15tob13 — Reserved These bits are read as 0. The write value should be 0. R/W

Note 1. The value after reset depends on the reset source.

Note 2.  Only 0 can be written to clear the flag. The flag must be cleared by writing 0 after 1 is read.

IWDTREF flag (Independent Watchdog Timer Reset Detect Flag)

The IWDTREF flag indicates that an independent watchdog timer reset occurred.

[Setting condition]

e When an independent watchdog timer reset occurs.
[Clearing conditions]

e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to IWDTREF.
WDTREF flag (Watchdog Timer Reset Detect Flag)

The WDTRF flag indicates that a watchdog timer reset occurred.

[Setting condition]

e When a watchdog timer reset occurs.
[Clearing conditions]

e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to WDTRF.
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SWREF flag (Software Reset Detect Flag)
The SWREF flag indicates that a software reset occurred.
[Setting condition]
e When a software reset occurs.
[Clearing conditions]
e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to SWRF.

RPEREF flag (SRAM Parity Error Reset Detect Flag)
The RPEREF flag indicates that an SRAM parity error reset occurred.
[Setting condition]
e When an SRAM parity error reset occurs.
[Clearing conditions]
e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to RPERF.

REERF flag (SRAM ECC Error Reset Detect Flag)
The REERF flag indicates that an SRAM ECC error reset occurred.
[Setting condition]
e When a SRAM ECC error reset occurs.
[Clearing conditions]
e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to REERF.

BUSSREF flag (Bus Slave MPU Error Reset Detect Flag)
The BUSSREF flag indicates that a bus slave MPU error reset occurred.
[Setting condition]
e When a bus slave MPU error reset occurs.
[Clearing conditions]
e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to BUSSRF.
BUSMREF flag (Bus Master MPU Error Reset Detect Flag)

The BUSMREF flag indicates that a bus master MPU error reset occurred.

[Setting condition]

e When a bus master MPU error reset occurs.
[Clearing conditions]

e When a reset listed in Table 6.2 occurs.

e When 1 is read from and then 0 is written to BUSMREF.
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SPEREF flag (SP Error Reset Detect Flag)
The SPERF flag indicates that a stack pointer error reset occurred.
[Setting condition]
e When a stack pointer error reset occurs.
[Clearing conditions]
e When a reset listed in Table 6.2 occurs

e When 1 is read from and then 0 is written to SPERF.

6.2.3 Reset Status Register 2 (RSTSR2)

Address(es): SYSTEM.RSTSR2 4001 E411h

b7 b6 b5 b4 b3 b2 b1 b0

— — — — — — — |cwsF
Value afterreset: 0 0 0 0 0 0 0 x*1
x: Undefined
Bit Symbol Bit name Description R/W
b0 CWSF Cold/Warm Start Determination Flag  0: Cold start R(/W)*2
1: Warm start.
b7 to b1 — Reserved These bits are read as 0. The write value should be 0. R/W

Note 1. The value after reset depends on the reset source.
Note 2.  Only 1 can be written to set the flag.

RSTSR2 determines whether a power-on reset caused the reset processing (cold start) or a reset signal input during
operation caused the reset processing (warm start).

CWSF flag (Cold/Warm Start Determination Flag)

The CWSF flag indicates the type of reset processing, either cold start or warm start. The CWSF flag is initialized by a
power-on reset. It is not initialized by a reset signal generated by the RES pin.

[Setting condition]
e When 1 is written by software. Writing 0 to CWSF does not set it to 0.
[Clearing condition]

e When a reset listed in Table 6.2 occurs.
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6.3 Operation
6.3.1 RES Pin Reset

The RES pin generates this reset. When the RES pin is driven low, all the processing in progress is aborted and the MCU
enters a reset state. For a successful MCU reset, the RES pin must be held low for the power supply stabilization time
specified for power-on.

When the RES pin is driven high from low, the internal reset is canceled after the post-RES cancellation wait time
(treswr) elapses. The CPU then starts the reset exception handling.

For details, see section 52, Electrical Characteristics.

6.3.2 Power-On Reset

The power-on reset (POR) is an internal reset generated by the power-on reset circuit. If the RES pin is in a high level
state when power is supplied, a power-on reset is generated. After VCC exceeds Vpggr and the specified power-on reset
time elapses, the internal reset is canceled and the CPU starts the reset exception handling. The power-on reset time is the
stabilization period for the external power supply and the MCU circuit. After a power-on reset is generated, the PORF
flag in the RSTSRO is set to 1. The PORF flag is initialized by the RES pin reset.

The voltage monitor O reset is an internal reset generated by the voltage monitor circuit. If the Voltage Detection 0
Circuit Start (LVDAS) bit in Option Function Select Register 1 (OFS1) is 0 (voltage monitor 0 reset is enabled after a
reset) and VCC falls below V 4¢q9, the RSTSRO.LVDORF flag becomes 1 and the voltage detection circuit generates
voltage monitor 0 reset. Clear the OFS1.LVDAS bit to 0 if the voltage monitor O reset is to be used.

After VCC exceeds V 4 and the voltage monitor 0 reset time (typg) elapses, the internal reset is canceled and the CPU
starts the reset exception handling. The V4. voltage detection level can be changed by the setting in the VDSEL1[2:0]
bits in Option Function Select Register 1 (OFS1).

Figure 6.1 shows examples of operations during a power-on reset and voltage monitor O reset.

Vdet0*!

VCCmin.
VPOR

VCC —

-_—-_——-—- —-———-—-—-—-nr -t —Y¥ - ---—-—--—-—--—- T - —- - —- - - - — — — — —

Power-on reset state v )
< »VVoltage monitor O reset state 1Voltage monitor O reset state
a

& »i
a »

RES pin

POR Monitor
(Active-low)

LVDO enable/disable signal Set by OFS1.LVDAS

(Active-low) ___|

Voltage detection 0 signal
(Active-low) —

tLVD0" tLVDO*2
i o>,

Internal reset signal
(Active-low)

RSTSRO0.PORF RES pin reset

Cleared by user
programming
'4

I

Note: For details on the electrical characteristics, see section 52, Electrical Characteristics.
Note 1. Vgeto Shows a voltage monitor 0 reset detection level, and Vpor shows a power-on reset detection level, and VCCmin shows

the minimum guaranteed voltage of the MCU.
Note 2.t ypg shows a time for voltage monitor O reset.
Note 3. At power-on, VCC should have risen to the minimum guaranteed voltage before the POR reset is released.

RSTSRO.LVDORF

= =R

Figure 6.1 Example of operations during power-on and voltage monitor 0 resets
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6.3.3 Voltage Monitor Reset

The voltage monitor 0 reset is an internal reset generated by the voltage monitor circuit. If the Voltage Detection 0
Circuit Start (LVDAS) bit in Option Function Select register 1 (OFS1) is 0 (voltage monitor O reset is enabled after a
reset) and VCC falls below V o1, the RSTSRO.LVDORF flag becomes 1 and the voltage detection circuit generates a
voltage monitor 0 reset. Clear the OFS1.LVDAS bit to O if the voltage monitor 0 reset is to be used. After VCC exceeds
V 4eto @and the voltage monitor 0 reset time (t;ypg) elapses, the internal reset is canceled and the CPU starts the reset
exception handling.

When the Voltage Monitor 1 Interrupt/reset Enable bit (RIE) is set to 1 (enabling generation of a reset or interrupt by the
voltage detection circuit) and the Voltage Monitor 1 Circuit Mode Select bit (RI) is set to 1 (selecting generation of a
reset in response to detection of a low voltage) in the Voltage Monitor 1 Circuit Control Register 0 (LVD1CRO), the
RSTSRO.LVDIRF flag is set to 1 and the voltage detection circuit generates a voltage monitor 1 reset if VCC falls to or
below V juq1-

Likewise, when the Voltage Monitor 2 Interrupt/reset Enable bit (RIE) is set to 1 (enabling generation of a reset or
interrupt by the voltage detection circuit) and the Voltage Monitor 2 Circuit Mode Select bit (RI) is set to 1 (selecting
generation of a reset in response to detection of a low voltage) in Voltage Monitor 2 Circuit Control Register 0
(LVD2CRO0), the RSTSRO.LVD2REF flag is set to 1 and the voltage detection circuit generates a voltage monitor 2 reset if
VCC falls to or below V yoo.

Similarly, timing for release from the voltage monitor 1 reset state is selectable in the Voltage Monitor 1 Reset Negate
Select bit (RN) in the LVD1CRO. When the LVDICRO.RN bit is 0 and VCC falls to or below V 4.1, the CPU is released
from the internal reset state and starts reset exception handling when the LVDI1 reset time (tLVD1) elapses after VCC
rises above V 4or1. When the LVD1CRO.RN bit is 1 and VCC falls to or below V 4., the CPU is released from the
internal reset state and starts reset exception handling when the LVD1 reset time (tLVD1) elapses.

Likewise, timing for release from the voltage monitor 2 reset state is selectable in the Voltage Monitor 2 Reset Negate
Select bit (RN) in the LVD2CRO register.

Detection levels V4o and V gy can be changed in the Voltage Detection Level Select Register (LVDLVLR).

Figure 6.2 shows examples of operation during voltage monitor 1 and 2 resets. For details on the voltage monitor 1 and
voltage monitor 2 resets, see section 8, Low Voltage Detection (LVD).

1
A ™~

VCC —

RES pin _J

LVCMPCR.LVDIE

LVDi valid setting

Voltage detection i signal
(Active-low) —J

LVDIiCRO.RN =0 i

RSTSRO.LVDIRF RES pin reset

| LVDi*2
Internal reset signal tLVDi |_

LVDICRO.RN =1 !

:

RSTSRO.LVDiRF ' RES pin reset
! ‘.

. | tLVDi*2
Internal reset signal < >

Note: For details on the electrical characteristics, see section 52, Electrical Characteristics.
Note 1.  Vdeti indicates the detection level of a voltage monitor 1 reset and voltage monitor 2 reset (i = 1, 2).
Note 2.  t_\pj indicates the time for a voltage monitor 1 reset and voltage monitor 2 reset (i = 1, 2).

Figure 6.2 Example of operations during voltage monitor 1 and voltage monitor 2 resets
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6.3.4 Independent Watchdog Timer Reset

The independent watchdog timer reset is an internal reset generated by the Independent Watchdog Timer (IWDT).
Output of the IWDT reset can be selected in the Option Function Select Register 0 (OFSO0).

When output of the IWDT reset is selected, the reset is generated if the IWDT underflows, or if data is written when
refresh operation is disabled. When the internal reset time (trgsw?) elapses after the independent watchdog timer reset is
generated, the internal reset is canceled and the CPU starts the reset exception handling.

For details on the independent watchdog timer reset, see section 27, Independent Watchdog Timer (IWDT).

6.3.5 Watchdog Timer Reset

The watchdog timer reset is an internal reset generated from the Watchdog Timer (WDT). Output of the watchdog timer
reset from the WDT can be selected in the WDT Reset Control Register (WDTRCR) or Option Function Select register 0
(OFS0).

When output of the watchdog timer reset is selected, the reset is generated if the WDT underflows, or if data is written
when refresh operation is disabled. When the internal reset time (tgggwo) elapses after the watchdog timer reset is
generated, the internal reset is canceled and the CPU starts the reset exception handling.

For details on the watchdog timer reset, see section 26, Watchdog Timer (WDT).

6.3.6 Software Reset

The software reset is an internal reset generated by a software setting of the SYSRESETREQ bit in the AIRCR register in
the Arm core. When the SYSRESETREQ bit is set to 1, a software reset is generated. When the internal reset time
(tReswo) elapses after the software reset is generated, the internal reset is canceled and the CPU starts the reset exception
handling.

For details on the SYSRESETREQ bit, see the ARM® Cortex®-M4 Technical Reference Manual.

6.3.7 Determination of Cold/Warm Start

Read the CWSF flag in RSTSR2 to determine the cause of reset processing. The flag indicates whether a power-on reset
caused the reset processing (cold start) or a reset signal input during operation caused the reset processing (warm start).

The CWSF flag is set to 0 when a power-on reset occurs (cold start). Otherwise, the flag is not set to 0. The flag is set to
1 when 1 is written to it through software. It is not set to 0 even on writing 0 to it.

Figure 6.3 shows an example of cold/warm start determination operation.

/

VPOR

VvCC

RES pin _J

POR signal (active-low) |

Y

Not driven to 0 when a
low level is applied to
the RES pin

RSTSR2.CWSF flag | \|

Set to 1 through programming

Figure 6.3 Example of cold/warm start determination operation
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6.3.8 Determination of Reset Generation Source

Read RSTSRO and RSTSRI1 to determine which reset is used to execute the reset exception handling. Figure 6.4 shows
an example flow to identify a reset generation source. The reset flag must be written with 0 after the reset flag is read as
1.

Reset exception
handling

RSTSR1 # 00h
or
RSTSRO.LVD1RF =1
or
RSTSRO.LVD2RF =1

v

Reset associated with Voltage Power-on  RES pin reset
each bit of RSTSR1, monitor 0 reset

RSTSRO.LVD1RF, or reset

RSTSRO.LVD2RF"

Note 1. If a reset associated with each bit of RSTSR1, RSTSR0.LVD1RF, or RSTSR0.LVD2RF occurs at the same
time, all reset flags are set to 1.

Figure 6.4 Example of reset generation source determination flow
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7. Option-Setting Memory

7.1 Overview

The option-setting memory determines the state of the MCU after a reset. The option-setting memory is allocated to the
configuration setting area and the program flash area of the flash memory. The available methods of setting are different
for the two areas. Figure 7.1 shows the option-setting memory area.

Address™

OCD/Serial Programmer ID

0101 0018h to 0101 0033h Setting Register (OSIS)

0101 0010h to 0101 0013h Access Wi”d?X’WSSe)t“”g Register Configuration setting area
Access Window Setting Control

0101 0008h to 0101 000Bh Regiotor (ANSS)

0000 0408h to 0000 043Bh SECMPUxxx

Option Function Select Register 1

0000 0404h to 0000 0407h (OFS1)

Program flash area

Option Function Select Register 0
0000 0400h to 0000 0403h (OFS0)

Note 1. The option-setting memory must be allocated to the user area of the flash memory.

Figure 7.1 Option-setting memory area
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7.2
7.2.1

Address(es): OFS0 0000 0400h

Register Descriptions

Option Function Select Register 0 (OFSO0)

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16
WDTST WDTR WDTST
— 'Pemi | — STISRQ WDTRPSS[1:0] | WDTRPES[1:0] WDTCKS[3:0] WDTTOPS[1:0] | &7 —
Value after reset: The value set by the user™!
b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
IWDTR I I I I I
IWDTS . . . a1/ IWDTS
— TPCTL — STISRQ IWDTRPSS[1:0] | IWDTRPES[1:0] IWDTCKSJ3:0] IWDTTOPS[1:0] TRT —
Value after reset: The value set by the user™!
Bit Symbol Bit name Description R/W
b0 — Reserved When read, this bit returns the written value. The write
value should be 1.
b1 IWDTSTRT IWDT Start Mode Select 0: Automatically activate IWDT after a reset (auto-start
mode)
1: Disable IWDT.
b3, b2 IWDTTOPS[1:0] IWDT Timeout Period Select b3 b2
0 0: 128 cycles (007Fh)
0 1:512 cycles (01FFh)
1 0: 1024 cycles (03FFh)
1 1: 2048 cycles (07FFh).
b7 to b4 IWDTCKSJ3:0] IWDT-Dedicated Clock b7 b4
Frequency Division Ratio 000 0:x1
Select 0010:x1/16
001 1:x1/32
010 0:x1/64
111 1:x1/128
010 1:x1/256.
Other settings are prohibited.
b9, b8 IWDTRPES[1:0] IWDT Window End Position b9 b8
Select 0 0:75%
0 1: 50%
1 0:25%
1 1: 0% (no window end position setting).
b11, b10 IWDTRPSS[1:0] IWDT Window Start Position ~ b11b10
Select 0 0:25%
0 1:50%
1 0:75%
1 1: 100% (no window start position setting).
b12 IWDTRSTIRQS IWDT Reset Interrupt 0: Enable non-maskable interrupt request or interrupt
Request Select request
1: Enable reset.
b13 — Reserved When read, this bit returns the written value. The write
value should be 1.
b14 IWDTSTPCTL IWDT Stop Control 0: Continue counting
1: Stop counting when in Sleep mode, Snooze mode, or
Software Standby mode.
b16, b15 — Reserved When read, these bits return the written value. The write
value should be 1.
b17 WDTSTRT WDT Start Mode Select 0: Automatically activate WDT after a reset (auto-start

mode)

1: Stop WDT after a reset (register-start mode).
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Bit Symbol Bit name Description R/W
b19, b18 WDTTOPS[1:0] WDT Timeout Period Select ~ b19b18 R
0 0: 1024 cycles (03FFh)
1: 4096 cycles (OFFFh)
0: 8192 cycles (1FFFh)
1: 16384 cycles (3FFFh).

a a0

o

b23to b20 WDTCKS[3:0] WDT Clock Frequency 23 b20 R

Division Ratio Select 0 0 0 1: PCLKB divided by 4
0 1 0 0: PCLKB divided by 64
1 1 1 1: PCLKB divided by 128
0 1 1 0: PCLKB divided by 512
0 1 1 1: PCLKB divided by 2048
1 0 0 O: PCLKB divided by 8192.
Other settings are prohibited.
b25, b24 WDTRPESI[1:0] WDT Window End Position b25 b24 R
Select 0 0:75%
0 1:50%
1 0:25%
1 1: 0% (No window end position setting).
b27, b26 WDTRPSSJ[1:0] WDT Window Start Position b27 b26 R
Select 0 0:25%
0 1:50%
1 0:75%
1 1: 100% (No window start position setting).
b28 WDTRSTIRQS WDT Reset Interrupt Request WDT Behavior Select: R
Select 0: NMI
1: Reset.
b29 — Reserved When read, this bit returns the written value. The write R
value should be 1.
b30 WDTSTPCTL WDT Stop Control 0: Continue counting R

1: Stop counting when entering Sleep mode.

b31 — Reserved When read, this bit returns the written value. The write R
value should be 1.

Note 1. The value in a blank product is FFFF FFFFh. It is set to the value written by your application.
IWDTSTRT bit (IWDT Start Mode Select)
The IWDTSTRT bit selects the mode in which the IWDT is activated after a reset (stopped state or activated state).

IWDTTOPS[1:0] bits (IWDT Timeout Period Select)

The IWDTTOPS[1:0] bits select the timeout period, the time it takes for the down counter to underflow, as 128, 512,
1024, or 2048 cycles of the frequency-divided clock set in the IWDTCKS[3:0] bits. The number of clock cycles that the
IWDT takes to underflow after a refresh operation is determined by the combination of the IWDTCKS[3:0] and
IWDTTOPS[1:0] bits.

See section 27, Independent Watchdog Timer (IWDT) for details.

IWDTCKS[3:0] bits (IWDT-Dedicated Clock Frequency Division Ratio Select)

The IWDTCKSJ3:0] bits specify the division ratio of the prescaler for dividing the frequency of the clock for the IWDT
as 1/1, 1/16, 1/32, 1/64, 1/128, or 1/256. Using this setting combined with the IWDTTOPS[1:0] bit setting, the IWDT
counting period can be set from 128 to 524,288 IWDT clock cycles.

See section 27, Independent Watchdog Timer (IWDT) for details.

IWDTRPES[1:0] bits (IWDT Window End Position Select)

The IWDTRPES[1:0] bits select the position where the window for the down counter ends as 0%, 25%, 50%, or 75% of
the count value. The value of the window end position must be smaller than the value of the window start position.
Otherwise, only the value for the window start position is valid.

The counter values associated with the settings for the start and end positions of the window in the IWDTRPSS[1:0] and
IWDTRPES[1:0] bits vary depending on the setting in the IWDTTOPS[1:0] bits.

See section 27, Independent Watchdog Timer (IWDT) for details.
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IWDTRPSS[1:0] bits (IWDT Window Start Position Select)

The IWDTRPSS[1:0] bits select the position where the window for the down counter starts as 25%, 50%, 75%, or 100%
of the counted value. The point at which counting starts is 100% and the point at which an underflow occurs is 0%. The
interval between the window start and end positions becomes the period in which a refresh is possible. Refresh is not
possible outside this period.

See section 27, Independent Watchdog Timer (IWDT) for details.
IWDTRSTIRQS bit (IWDT Reset Interrupt Request Select)

The IWDTRSTIRQS bit selects the operation on an underflow of the down counter or generation of a refresh error. The
operation is selectable to an independent watchdog timer reset, a non-maskable interrupt request, or an interrupt request.

See section 27, Independent Watchdog Timer (IWDT) for details.

IWDTSTPCTL bit (IWDT Stop Control)

The IWDTSTPCTL bit specifies whether to stop counting when entering Sleep mode, Snooze mode, or Software
Standby mode.

See section 27, Independent Watchdog Timer (IWDT) for details.

WDTSTRT bit (WDT Start Mode Select)

The WDTSTRT bit selects the mode in which the WDT is activated after a reset (stopped state or activated in auto-start
mode). When WDT is activated in auto-start mode, the OFS0 register setting for the WDT is valid.

WDTTOPS[1:0] bits (WDT Timeout Period Select)

The WDTTOPS[1:0] bits specify the timeout period, the time it takes for the down counter to underflow, as 1,024, 4,096,
8,192, or 16,384 cycles of the frequency-divided clock set in the WDTCKS][3:0] bits. The number of PCLKB cycles that
the counter takes to underflow after a refresh operation is determined by a combination of the WDTCKS[3:0] and
WDTTOPS[1:0] bits.

See section 26, Watchdog Timer (WDT) for details.

WDTCKSJ[3:0] bits (WDT Clock Frequency Division Ratio Select)

The WDTCKS[3:0] bits specify the division ratio of the prescaler to divide the frequency of PCLKB as 1/4, 1/64, 1/128,
1/512, 1/2048, or 1/8192. Using this setting combined with the WDTTOPS[1:0] bit setting, the WDT counting period
can be set from 4,096 to 134,217,728 PCLKB cycles.

See section 26, Watchdog Timer (WDT) for details.

WDTRPES[1:0] bits (WDT Window End Position Select)

The WDTRPES[1:0] bits specify the position where the window for the down counter ends as 0%, 25%, 50%, or 75% of
the counted value. The value of the window end position must be smaller than the value of the window start position.
Otherwise, only the value for the window start position is valid.

The counter values corresponding to the settings for the start and end positions of the window, in the WDTRPSS[1:0]
and WDTRPESJ1:0] bits, vary with the setting of the WDTTOPS[1:0] bits.

See section 26, Watchdog Timer (WDT) for details.

WDTRPSS[1:0] bits (WDT Window Start Position Select)

The WDTRPSSJ[1:0] bits select the position where the window for the down counter starts as 25%, 50%, 75%, or 100%
of the counted value. The point at which counting starts is 100% and the point at which an underflow occurs is 0%. The
interval between the window start and end positions becomes the period in which a refresh is possible. However, refresh
is not possible outside this period. See section 26, Watchdog Timer (WDT) for details.

WDTRSTIRQS bit (WDT Reset Interrupt Request Select)

The WDTRSTIRQS bit selects the operation on an underflow of the down counter or generation of a refresh error. The
operation is selectable to a watchdog timer reset, a non-maskable interrupt request, or an interrupt request. See section
26, Watchdog Timer (WDT) for details.

WDTSTPCTL bit (WDT Stop Control)

The WDTSTPCTL bit specifies whether to stop counting when entering Sleep mode.
See section 26, Watchdog Timer (WDT) for details.
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7.2.2 Option Function Select Register 1 (OFS1)

Address(es): OFS1 0000 0404h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset: The value set by the user"!

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

— HOCOFRQ1[2:0] — — — HCE’ﬁO — — VDSEL1[2:0] LVDAS| — —
Value after reset: The value set by the user™!
Bit Symbol Bit name Description R/W
b1, b0 — Reserved When read, these bits return the written value. The write R
value should be 1.
b2 LVDAS Voltage Detection 0 Circuit 0: Enable voltage monitor O reset after a reset R
Start 1: Disable voltage monitor O reset after a reset.
b5 to b3 VDSEL1[2:0] Voltage Detection 0 Level b5 b3
Select 0 0 O: Selects 3.84 V
0 0 1:Selects 2.82V
0 1 0: Selects 2.51 V
0 1 1:Selects 1.90 V
1 0 0: Selects 1.70 V.
Other settings are prohibited.
b7, b6 — Reserved When read, these bits return the written value. The write R
value should be 1.
b8 HOCOEN HOCO Oscillation Enable 0: Enable HOCO oscillation after a reset R
1: Disable HOCO oscillation after a reset.
b11 to b9 — Reserved When read, these bit return the written value. The write R
value should be 1.
b14tob12 HOCOFRQ1[2:0] HOCO Frequency Setting 1 b14 b12 R
0 0 0:24 MHz
0 1 0:32MHz
1 0 0:48 MHz
10 1:64 MHz.

Other settings are prohibited.

b31tob15 — Reserved When read, these bits return the written value. The write R
value should be 1.

Note 1. The value in the blank product is FFFF_FFFFh. It is set to the value written by your application.
LVDAS bit (Voltage Detection 0 Circuit Start)

The LVDAS bit selects whether the voltage monitor 0 reset is enabled or disabled after a reset.

VDSELA1[2:0] bits (Voltage Detection 0 Level Select)
The VDSEL1[2:0] bits select the voltage detection level of the voltage detection 0 circuit.

HOCOEN bit (HOCO Oscillation Enable)
The HOCOEN bit selects whether the HOCO oscillation is enabled or disabled after a reset. Setting this bit to 0 allows
the HOCO oscillation to start before the CPU starts operation, which reduces the wait time for oscillation stabilization.

Note:  When the HOCOEN bit is set to 0, the system clock source is not switched to HOCO. The system clock source is
only switched to HOCO by setting the Clock Source Select bits (SCKSCR.CKSEL[2:0]). To use the HOCO clock,
you must set the OFS1.HOCOFRQ1 bit to an optimum value.

After a reset release, operation is in the low-voltage mode, and therefore HOCOCR.HCSTP must be immediately set to
0

HOCOFRQ1[2:0] bits (HOCO Frequency Setting 1)
The HOCOFRQ1[2:0] bits select the HOCO frequency after a reset as 24, 32, 48, or 64 MHz.
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7.2.3 MPU Registers
Table 7.1 indicates the registers related to the MPU function. See section 16, Memory Protection Unit (MPU) for details.

The security MPU is disabled on erasure of the flash memory. If incorrect data is written to an MPU register, the MCU
might fail to operate. See section 16, Memory Protection Unit (MPU) to set the proper data.

Table 7.1 MPU registers

Size
Register name Symbol Function Address (byte)
Security MPU Program Counter Start SECMPUPCSO0 | Specifies the security fetch region of code flash | 0000 0408h | 4
Address Register 0 or SRAM
Security MPU Program Counter End SECMPUPCEQ | Specifies the security fetch region of code flash | 0000 040Ch | 4
Address Register 0 or SRAM
Security MPU Program Counter Start SECMPUPCS1 | Specifies the security fetch region of code flash | 0000 0410h | 4
Address Register 1 or SRAM
Security MPU Program Counter End SECMPUPCE1 | Specifies the security fetch region of code flash | 0000 0414h | 4
Address Register 1 or SRAM
Security MPU Region 0 Start Address SECMPUSO Specifies the security program and code flash | 0000 0418h | 4
Register data
Security MPU Region 0 End Address SECMPUEO Specifies the security program and code flash | 0000 041Ch | 4
Register data
Security MPU Access Control Register SECMPUAC Specifies the security enabled/disabled region | 0000 0438h | 4

7.2.4 Access Window Setting Control Register (AWSC)

Address(es): AWSC 0101 0008h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset: The value set by the user

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

— |FSPR| — — — — — |BTFLG| — — — — — — — —
Value after reset: The value set by the user
Bit Symbol Bit name Description R/W
b7 to b0 — Reserved When read, these bits return the written value. The write value R
should be 1.
b8 BTFLG Startup Area Select Flag  This bit specifies whether the address of the startup area is R

exchanged for the boot swap function.

0: The first 8-KB area (0000 0000h to 0000 1FFFh) and second 8-
KB area (0000 2000h to 0000 3FFFh) are exchanged

1: The first 8-KB area (0000 0000h to 0000 1FFFh) and second 8-
KB area (0000 2000h to 0000 3FFFh) are not exchanged.

b13 to b9 — Reserved When read, these bits return the value written by the user. The write R
value should be 1.
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Bit Symbol Bit name Description R/W
b14 FSPR Protection of Access This bit controls the programming of the write/erase protection for R
Window and Startup Area the access window, the Startup Area Select Flag (BTFLG) and
Select Function temporary boot swap control. If this bit is set to 0, it cannot be

changed to 1.

0: Executing the configuration setting command for programming
the access window (FAWE[11:0], FAWS[11:0]) and the Startup
Area Select Flag (BTFLG) is invalid.

1: Executing the configuration setting command for programming
the access window (FAWE[11:0], FAWS[11:0]) and the Startup
Area Select Flag (BTFLG) is valid.

b31tob15 — Reserved When read, these bits return the written value. The write value R
should be 1.

7.2.5 Access Window Setting Register (AWS)

Address(es): AWS 0101 0010h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

_ _ _ _ FAWE[11:0]*1

1 1 L
Value after reset: The value set by the user

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

_ _ _ _ FAWS[11:0]*1
Value after reset: The value set by the user
Bit Symbol Bit name Description R/IW
b11 to b0 FAWS[11:0] Access Window Start Block  These bits specify the start block address for the access window. R
Address*? They do not represent the block number of the access window.

The access window is only valid in the program flash area. The
block address specifies the first address of the block and consists
of the address bits [21:10].

b15tob12 — Reserved When read, these bits return the written value. The write value R
should be 1.
b27 tob16 FAWE[11:0] Access Window End Block  These bits specify the end block address for the access window. R
Address*? They do not represent the block number of the access window.

The access window is only valid in the program flash area. The
end block address for the access window is the next block to the
P/E acceptable region defined by the access window.

The block address specifies the first address of the block and
consists of the address bits [21:10].

b31tob28 — Reserved When read, these bits return the written value. The write value R
should be 1.

Note 1. The write value should be 0 for FAWE[0] and FAWSJO0].

Issuing the program or erase command to an area outside the access window causes a command-locked state. The access
window is only valid in the program flash area. The access window provides protection in self-programming mode, serial
programming mode, and on-chip debug mode. The access window can be locked by the FSPR bit.

The access window is specified in both the FAWS[11:0] and FAWE[11:0] bits.
The following describes how to set the FAWS[11:0] bits and the FAWE[11:0] bits.
FAWE[11:0] = FAWS[11:0]: The P/E command is allowed to execute in the full program flash area.

FAWE[11:0] > FAWS[11:0]: The P/E command is only allowed to execute in the window from the block pointed to by
the FAWS bits to the block one lower than the block pointed to by the FAWE[11:0] bits.

FAWE[11:0] < FAWS[11:0]: The P/E command is not allowed to execute in the program flash area.
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Address P/E
A
Protected
Block 7 area
(FAWE[11:0] = 007h) Y
A A
Block 6
Non-
Ac_cess Block 5 protected
Window area
Block 4
X (FAWS[11:0] = 004h) Y
A
Block 3
Block 2
Protected
area
Block 1
Block 0
A
Figure 7.2 Access window overview

7.2.6 OCD/Serial Programmer ID Setting Register (OSIS)

The OSIS register stores the ID for ID code protection of the OCD/serial programmer. When connecting the OCD/serial
programmer, write values so that the MCU can determine whether to permit the connection. This register checks whether
a code transmitted from the OCD/serial programmer matches the ID code in the option-setting memory. When the ID
codes match, the connection of the OCD/serial programmer is permitted. When ID codes do not match, connection with
the OCD/serial programmer is not possible. The OSIS register must be set in 32-bit units.

Address(es): OSIS 0101 0018h, OSIS 0101 0020h, OSIS 0101 0028h, OSIS 0101 0030h

b31 b30 b29 b28 b27 b26 b25 b24 b23 b22 b21 b20 b19 b18 b17 b16

Value after reset: The value set by the user

b15 b14 b13 b12 b11 b10 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0

Value after reset: The value set by the user

These fields store the ID for use in ID authentication for the OCD/serial programmer.

ID code bits [127] and [126] determine whether the ID code protection is enabled, and the method of authentication to
use with the host. Table 7.2 shows how the ID code determines the method of authentication.

Table 7.2 Specifications for ID code protection (1 of 2)

Operating mode on boot Operations on connection to programmer or on-
up ID code State of protection | chip debugger

Serial programming mode | FFh, ..., FFh Protection disabled The ID code is not checked, the ID code always
(SCI/USB boot mode) (all bytes FFh) matches, and connection to the programmer or on-

chip debugger is permitted
On-chip debug mode
(JTAG/SWD Boot mode)
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Table 7.2

Specifications for ID code protection (2 of 2)

Operating mode on boot
up

ID code

State of protection

Operations on connection to programmer or on-
chip debugger

Serial programming mode
(SCI/USB boot mode)

On-chip debug mode
(JTAG/SWD Boot mode)

Bit [127] =1, bit [126] = 1,
and at least one of the 16
bytes is not FFh

Protection enabled

Matching ID code indicates that an authentication is
complete and connection to the programmer or the
on-chip debugger is permitted.

Mismatching ID code indicates a transition to the ID
code protection wait state.

When the ID code sent from the programmer or the
on-chip debugger is ALeRASE in ASCII code
(414C_6552_4153_45FF_FFFF_FFFF_FFFF_FFFF
h), the content of the user flash (code and data) area
and configuration area are erased.

However, forced erasure is not executed when the
FSPR bit is 0.

Matching ID code indicates that authentication is

Bit [127] = 1 and bit [126] | Protection enabled

=0 complete and connection with the programmer or the
on-chip debugger is permitted.
Mismatching ID code indicates transition to the ID
code protection wait state.

Bit[127]=0 Protection enabled The ID code is not checked, the ID code is always

mismatching, and the connection with the
programmer or the on-chip debugger is prohibited.

7.3 Setting Option-Setting Memory
7.3.1 Allocation of Data in Option-Setting Memory

Programming data is allocated to the addresses in the option-setting memory shown in Figure 7.1. The allocated data is
used by tools such as a flash programming software or an on-chip debugger.

Note:
7.3.2

Allocating data according to the procedure described in section 7.3.1, Allocation of Data in Option-Setting Memory,
alone does not actually write the data to the option-setting memory. You must also follow one of the actions described in
this section.

Programming formats vary depending on the compiler. See the compiler manual for details.

Setting Data for Programming Option-Setting Memory

(1) Changing the option-setting memory by self-programming

Use the programming command to write data to the program flash area. Use the configuration setting command to write
data to the option-setting memory in the configuration setting area. In addition, use the startup area select function to
safely update the boot program that includes the option-setting memory.

See section 48, Flash Memory for details on the programming command, the configuration setting command, and the
startup area select function.

(2) Debugging through an OCD or programming by a flash writer
This procedure depends on the tool in use, so see the tool manual for details.
The MCU provides two setting procedures as follows:

e Read the data allocated as described in section 7.3.1, Allocation of Data in Option-Setting Memory, from an object
file or Motorola S-format file generated by the compiler, and write the data to the MCU

e Use the GUI interface of the tool to program the same data allocated as described in section 7.3.1, Allocation of
Data in Option-Setting Memory.

7.4 Usage Note
7.4.1 Data for Programming Reserved Areas and Reserved Bits in the Option-Setting
Memory

When reserved areas and reserved bits in the option-setting memory are within the scope of programming, write 1 to all
bits in the reserved areas and all reserved bits. If 0 is written to these bits, normal operation cannot be guaranteed.
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8. Low Voltage Detection (LVD)
8.1

The Low Voltage Detection (LVD) module monitors the voltage level input to the VCC pin, and the detection level can
be selected using a software program. The LVD module consists of three separate voltage level detectors, 0, 1, and 2,
which measure the voltage level input to the VCC pin. LVD voltage detection registers allow your application to
configure the detection of VCC changes at various voltage thresholds.

Overview

Each voltage level detector has a voltage monitor associated with it, called voltage monitor 0, 1, and 2. Voltage monitor
registers configure the LVD to trigger an interrupt, event link output, or reset when the thresholds are crossed.

Table 8.1 lists the LVD specifications. Figure 8.1 shows a block diagram of voltage detectors 0,1, and 2, Figure 8.2
shows a block diagram of the voltage monitor 1 interrupt/reset circuit, and Figure 8.3 shows a block diagram of the
voltage monitor 2 interrupt/reset circuit.

Table 8.1 LVD specifications
Item Voltage monitor 0 Voltage monitor 1 Voltage monitor 2
VCC Monitored VdetO Vdet1 Vdet2
monitoring voltage
Detected Voltage falls below Vet Voltage rises or falls past Vet Voltage rises or falls past Vgpo
event
Detection Selectable from five different ~ Selectable from 16 different levels ~ Selectable from four different
voltage levels in the in the LVDLVLR.LVD1LVL[4:0] bits levels in the
OFS1.VDSEL1[2:0] bits LVDLVLR.LVD2LVL[2:0] bits
Monitor flag None LVD1SR.MON flag: Monitors LVD2SR.MON flag: Monitors
whether voltage is higher or lower  whether voltage is higher or lower
than Vet than Vyeto
LVD1SR.DET flag: Vget passage  LVD2SR.DET flag: Vgeto passage
detection detection
Processupon Reset Voltage monitor O reset Voltage monitor 1 reset Voltage monitor 2 reset
voltage Reset when Ve > VCC Reset when Vgey > VCC Reset when Ve > VCC
detection e LS L 09
CPU restart after specified CPU restart timing selectable: CPU restart timing selectable:
time with VCC > Vet after specified time with VCC > after specified time with VCC >
Vdet1 OF Vget1 > VCC Vdetz OF Vgetz > VCC
Interrupt No interrupt Voltage monitor 1 interrupt Voltage monitor 2 interrupt
Non-maskable interrupt or Non-maskable interrupt or
maskable interrupt selectable maskable interrupt selectable
Interrupt request issued when Interrupt request issued when
Vdet1 >VCC orVCC > Vdet1 Vdet2 >VCC or VCC > Vdet2
Event linking None Available Available

Output of event signals on
detection of Vg4 crossings

Output of event signals on
detection of V4eo crossings
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VCC O OFS1.LVDAS

Voltage detection O reset signal

Internal reference voltage Level_selt_ectlon _I > Veto
. circuit
(for detecting Vgeto)

OFS1.VDSEL1[2:0]

LVCMPCR.LVD1E
LVD1CR0.CMPE
Voltage detection 1 signfl

Internal reference voltage| Level selection Nemm
(for detecting Vget1) ] circuit

LVDLVLR.LVD1LVL[4:0]

LVCMPCR.LVD2E

LVD2CR0.CMPE

Voltage detection 2 signﬁl

Internal reference voltage| Level selection
(for detecting Vyet2) circuit

LVDLVLR.LVD2LVL[2:0]

Note: See section 7, Option-Setting Memory.

Figure 8.1 Voltage detection 0, 1, and 2 block diagram

Voltage monitor 1

The setting of the LVD1SR.DET bit is 0

if 0 (undetected) is written in the program
Voltage detection 1

VCC o LVD1SR.MON
LVCMPCR.LVD1E
LVD1CR0.CMPE LVD1CRO.RIE
LVD1CRO.RI
LVD1CRO<.)RN =0 o

L
Voltage monitor 1

—®

Voltage gé’ﬁ%% reset signal
Internal reference detection 1 10 >
voltage Level signal negation (active-low)
(for detection of Edge
Vet1) selection
LVDLVLR LVD1LVL[4:0] ciroult Voltage monitor 1
T non-maskable interrupt
ignal
Voltage detection 1 signal is high when LVD1CR1.IDTSEL[1:0] LVD1CR1IRQSEL siona
the LVCMPCR.LVD1E bit is 0 : Voltage monitor 1
(disabled) interrupt signal
-
Event
Figure 8.2 Voltage monitor 1 interrupt/reset circuit block diagram
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Voltage monitor 2

The setting of the LVD1SR.DET bit is 0
if 0 (undetected) is written by the program

Voltage detection 2

VCC ¢

LVCMPCR.LVD2E
LVD2CR0.CMPE

LVD2SR.MON

LVD2CRO.RIE

LVD2CRO.RI

LVD2CRO.RN =0 »
o 7] >
Voltage ‘[ Fixed Voltage monitor 2
A i ianal
Internal reference detection 2 period resgt signa
voltage Level signal negation (active-low)
(for detection of | selection Edge
Vaerz) selection
circuit

LVDLVLR.LVD2LVL[2:0]

Voltage detection 2 signal is high when the
setting of the LVCMPCR.LVD2E bit is 0

LVD2CR1.IDTSEL[1:0] J

LVD2CR1.IRQSEL

Voltage monitor 2
non-maskable
interrupt signal

Voltage monitor 2

(disabled) interrupt signal
Event
Figure 8.3 Voltage monitor 2 interrupt/reset circuit block diagram
8.2 Register Descriptions
8.2.1 Voltage Monitor 1 Circuit Control Register 1 (LVD1CR1)
Address(es): SYSTEM.LVD1CR1 4001 EOEOh
b7 b6 b5 b4 b3 b2 b1 b0
— | — | = | = | — [RGSE| pTSEL10)
Value after reset: 0 0 0 0 0 0 0 I 1
Bit Symbol Bit name Description R/W
b1, b0 IDTSEL[1:0] Voltage Monitor 1 Interrupt b1 b0 o R/W
Generation Condition Select 0 0: When VCC 2> Vg4 (rise) is detected
0 1: When VCC < Vet (fall) is detected
1 0: When fall and rise are detected
1 1: Settings prohibited.
b2 IRQSEL Voltage Monitor 1 Interrupt Type 0: Non-maskable interrupt R/W
Select 1: Maskable interrupt*1.
b7tob3 — Reserved These bits are read as 0. The write value should be 0. R/W
Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

Note 1.

When enabling maskable interrupts, do not change the NMIER.LVD1EN bit value in the ICU from the reset state.
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8.2.2 Voltage Monitor 1 Circuit Status Register (LVD1SR)

Address(es): SYSTEM.LVD1SR 4001 EOE1h

b7 b6 b5 b4 b3 b2 b1 b0
— — — — — — | MON | DET
Value after reset: 0 0 0 0 0 0 1 0
Bit Symbol Bit name Description R/W
b0 DET Voltage Monitor 1 Voltage Change 0: Not detected R(/W)
Detection Flag 1: V4ot Passage detected. "1
b1 MON Voltage Monitor 1 Signal Monitor Flag 0: VCC < Vyeq1 R
1: VCC = V 4¢¢1 or MON is disabled.
b7tob2 — Reserved These bits are read as 0. The write value should be ~ R/W
0.
Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.
Note 1. Only 0 can be written to this bit. After writing 0 to this bit, 2 system clock cycles are required for the bit to be read as 0.

DET flag (Voltage Monitor 1 Voltage Change Detection Flag)

The DET flag is enabled when the LVCMPCR.LVDIE bit is 1 (voltage detection | circuit enabled) and the
LVDI1CRO.CMPE bit is 1 (voltage monitor 1 circuit comparison result output enabled).

The DET flag must be set to 0 after LVD1CRO.RIE is set to 0 (disabled). LVD1CRO.RIE can be set to 1 (enabled) after 2
or more PCLKB cycles have elapsed.

A wait time of 2 or more PCLKB cycles might be required, depending on the number of PCLKB cycles required to read
a given I/O register.

MON Flag (Voltage Monitor 1 Signal Monitor Flag)

The MON flag is enabled when the LVCMPCR.LVDIE bit is 1 (voltage detection 1 circuit enabled) and the
LVDI1CRO.CMPE bit is 1 (voltage monitor 1 circuit comparison result output enabled).

8.2.3 Voltage Monitor 2 Circuit Control Register 1 (LVD2CR1)

Address(es): SYSTEM.LVD2CR1 4001 EOE2h

b7 b6 b5 b4 b3 b2 b1 b0

T
IDTSEL

_ — _ _ _ IRQSE
L [1:0]
Value after reset: 0 0 0 0 0 0 0 1
Bit Symbol Bit name Description R/W
b1, b0 IDTSEL [1:0] Voltage Monitor 2 Interrupt b1 b0 o R/W
Generation Condition Select 0 0: When VCC 2 Ve (rise) is detected
0 1: When VCC < Vet (fall) is detected
1 0: When fall and rise are detected
1 1: Settings prohibited.
b2 IRQSEL Voltage Monitor 2 Interrupt Type 0: Non-maskable interrupt R/W
Select 1: Maskable interrupt*1,
b7tob3 — Reserved These bits are read as 0. The write value should be 0.  R/W
Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

Note 1.  When enabling maskable interrupts, do not change the value of the NMIER.LVD1EN bit in the ICU from the reset state.
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8.2.4 Voltage Monitor 2 Circuit Status Register (LVD2SR)

Address(es): SYSTEM.LVD2SR 4001 EOE3h

b7 b6 b5 b4 b3 b2 b1 b0

— — — — — — | MON | DET
Value after reset: 0 0 0 0 0 0 1 0
Bit Symbol Bit name Description R/W
b0 DET Voltage Monitor 2 Voltage Change  0: Not detected R/W"1
Detection Flag 1: Vg4eto Passage detected.
b1 MON Voltage Monitor 2 Signal Monitor ~ 0: VCC < Vo R
Flag 1: VCC 2 Vygpp or MON is disabled.
b7tob2 — Reserved These bits are read as 0. The write value should be 0. R/W

Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.
Note 1.  Only 0 can be written to this bit. After writing 0 to this bit, 2 system clock cycles are required for the bit to be read as 0.

DET flag (Voltage Monitor 2 Voltage Change Detection Flag)

The DET flag is enabled when the LVCMPCR.LVD2E bit is 1 (voltage detection 2 circuit enabled) and the
LVD2CRO.CMPE bit is 1 (voltage monitor 2 circuit comparison result output enabled).

The DET flag must be set to 0 after LVD2CRO.RIE is set to 0 (disabled). LVD2CRO.RIE can be set to 1 (enabled) after 2
or more PCLKB cycles have elapsed.

A wait time of 2 or more PCLKB cycles might be required, depending on the number of PCLKB cycles required to read
a given /O register.

MON flag (Voltage Monitor 2 Signal Monitor Flag)

The MON flag is enabled when the LVCMPCR.LVD2E bit is 1 (voltage detection 2 circuit enabled) and the
LVD2CRO.CMPE bit is 1 (voltage monitor 2 circuit comparison result output enabled).

8.2.5 Voltage Monitor Circuit Control Register (LVCMPCR)

Address(es): SYSTEM.LVCMPCR 4001 E417h

b7 b6 b5 b4 b3 b2 b1 b0

— |LVD2E|LVDIE| — — — — —

Value after reset: 0 0 0 0 0 0 0 0

Bit Symbol Bit name Description R/W

b4 to b0 — Reserved These bits are read as 0. The write value should be 0. R/W

b5 LVD1E Voltage Detection 1 Enable 0: Disable voltage detection 1 circuit R/W
1: Enable voltage detection 1 circuit.

b6 LVD2E Voltage Detection 2 Enable 0: Disable voltage detection 2 circuit R/W
1: Enable voltage detection 2 circuit.

b7 — Reserved This bit is read as 0. The write value should be 0. R/W

Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

LVD1E bit (Voltage Detection 1 Enable)

When using voltage detection 1 interrupt/reset or the LVD1SR.MON bit, set the LVD1E bit to 1. The voltage detection 1
circuit starts when td(E-A) elapses after the LVDIE bit value is changed from O to 1.

LVD2E bit (Voltage Detection 2 Enable)

When using voltage detection 2 interrupt/reset or the LVD2SR.MON bit, set the LVD2E bit to 1. The voltage detection 2
circuit starts when td(E-A) elapses after the LVD2E bit value is changed from 0 to 1.
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8.2.6

Address(es): SYSTEM.LVDLVLR 4001 E418h

Voltage Detection Level Select Register (LVDLVLR)

b7

b6

b5 b4

b3

b2

b1

b0

LVD2LVL[2:0]

LVD1LVL[4:0]

Value after reset

0

0

1

Bit

Symbol

Bit name

Description

RIW

b4 to b0

LVD1LVL[4:0]

Voltage Detection 1 Level Select

(Standard voltage during fall in

voltage)

OOOOOOOOOOOOOOOOOE

0
0
0
0
0
0
0
0

1
1
1
1
1
1
1
1
h

the

T A A N 0000 A 0000

-~ 00 A ~00 A ~00-~~~~00O0
~ 0202020202020 =20Yg

RN

14.29 V (Vget1_o)
14.14V (Vyet1_1)
14.02V (Vget1_2)
:3.84 V (Vyet1_3)
:3.10 V (Vget1_4)
:3.00 V (Vget1_s)
12.90 V (Vyet1_s)
12.79V (Vyet1_7)
12.68V (Vget1_s)
12.58 V (Vget1_o)
1248V (Vget1_p)
1220V (Vget1_B)
:1.96 V (Vget1_c)
:1.86 V (Vget1_p)
2175V (Vget1_g)
1165V (Vdet1_F)-
settings are prohibited.

R/W

b7 to b5

LVD2LVL[2:0]

Voltage Detection 2 Level Select

(Standard voltage during fall in

voltage)

A aa0000%

AN 00200

020202 0%F

14.29V (Vyetz2_0)
1414V (Vd61271)
14.02V (Vyetz_2)
:3.84V (Vgerz 3)
: Setting prohibited
: Setting prohibited
: Setting prohibited
: Setting prohibited.

R/W

Note:

Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

The contents of the LVDLVLR register can only be changed if the LVCMPCR.LVDIE and LVCMPCR.LVD2E bits
(voltage detection n circuit disable, n = 1, 2) are both 0. Do not set LVD detectors 1 and 2 to the same voltage detection

level.
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8.2.7

Voltage Monitor 1 Circuit Control Register 0 (LVD1CRO)

Address(es): SYSTEM.LVD1CRO 4001 E41Ah

b7 b6 b5 b4 b3 b2 b1 b0
RN RI — — — CMPE — RIE
Value after reset: 1 0 0 0 X 0 0 0
Bit Symbol Bit name Description R/W
b0 RIE Voltage Monitor 1 Interrupt/Reset 0: Disable R/W
Enable 1: Enable.
b1 — Reserved The read value is 0. The write value should be 0. R/W
b2 CMPE Voltage Monitor 1 Circuit 0: Disable voltage monitor 1 circuit comparison result output R/W
Comparison Result Output Enable 1: Enable voltage monitor 1 circuit comparison result output.
b3 — Reserved The read value is undefined. The write value should be 1. R/wW
b5tob4 — Reserved These bits are read as 0. The write value should be 0. R/W
b6 RI Voltage Monitor 1 Circuit Mode 0: Generate voltage monitor 1 interrupt on V.1 passage R/W
Select 1: Enable voltage monitor 1 reset when the voltage falls to and
below Vyetq-
b7 RN Voltage Monitor 1 Reset Negate 0: Negate after a stabilization time (tLVD1) when VCC > Vg is  R/W
Select detected
1: Negate after a stabilization time (tLVD1) on assertion of the
LVD1 reset.
Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

RIE bit (Voltage Monitor 1 Interrupt/Reset Enable)

The RIE bit enables or disables the voltage monitor 1 interrupt/reset. Set this bit to ensure that neither a voltage monitor
1 interrupt nor a voltage monitor lreset is generated during programming or erasure of the flash memory.

RN bit (Voltage Monitor 1 Reset Negate Select)

If the RN bit is to be set to 1 (negation follows a stabilization time on assertion of the LVD1 reset signal), set the
MOCOCR.MCSTP bit to 0 (the MOCO operates). Additionally, if a transition to Software Standby is to be made, the
only possible value for the RN bit is 0 (negation follows a stabilization time when VCC > V 4. is detected). Do not set
the RN bit to 1 (negation follows a stabilization time on assertion of the LVD1 reset signal) when this is the case.

8.2.8 Voltage Monitor 2 Circuit Control Register 0 (LVD2CRO)

Address(es): SYSTEM.LVD2CRO 4001 E41Bh

b7 b6 b5 b4 b3 b2 b1 b0

RN RI — — — CMPE — RIE
Value after reset: 1 0 0 0 X 0 0 0
Bit Symbol Bit Name Description R/W
b0 RIE Voltage Monitor 2 Interrupt/Reset 0: Disable R/W
Enable 1: Enable.
b1 — Reserved The read value is 0. The write value should be 0. R/W
b2 CMPE Voltage Monitor 2 Circuit 0: Disable voltage monitor 2 circuit comparison result R/W
Comparison Result Output Enable output
1: Enable voltage monitor 2 circuit comparison result
output.
b3 — Reserved The read value is undefined. The write value should be 1.  R/W
b5tob4 — Reserved These bits are read as 0. The write value should be 0. R/W
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Bit Symbol Bit Name Description R/W
b6 RI Voltage Monitor 2 Circuit Mode 0: Generate voltage monitor 2 interrupt on Vyeto passage R/wW
Select 1: Enable voltage monitor 2 reset when the voltage falls to
or below Veto.
b7 RN Voltage Monitor 2 Reset Negate 0: Negate after a stabilization time (tLVD2) after VCC > R/W
Select Vgeto is detected

1: Negate after a stabilization time (tLVD2) on assertion of
the LVD2 reset.

Note: Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

RIE bit (Voltage Monitor 2 Interrupt/Reset Enable)

The RIE bit enables or disables the voltage monitor 2 interrupt/reset. Set this bit to ensure that neither a voltage monitor
2 interrupt nor a voltage monitor 2 reset is generated during programming or erasure of the flash memory.

RN bit (Voltage Monitor 2 Reset Negate Select)

If the RN bit is to be set to 1 (negation follows a stabilization time after the assertion of the LVD2 reset signal), set the
MOCOCR.MCSTP bit to 0 (the MOCO operates). Additionally, if a transition to Software Standby is to be made, the
only possible value for the RN bit is 0 (negation follows a stabilization time when VCC >V 4., is detected). Do not set
the RN bit to 1 (negation follows a stabilization time after the assertion of the LVD2 reset signal) when this is the case.

8.3 VCC Input Voltage Monitor

8.3.1 Monitoring Vgeto
The voltage monitor 0 comparison results are not available for reading.

8.3.2 Monitoring V get1

Table 8.2 lists the procedures to set up monitoring against V g After the settings are complete, the comparison results
from the voltage monitor 1 can be monitored with the LVD1SR.MON flag.

Table 8.2 Procedures to set up monitoring against V¢4
Step Monitoring the comparison results from voltage monitor 1
Setting the voltage 1 | Set LVCMPCR.LVD1E = 0 to disable voltage detection 1 before writing to LVDLVLR register.

detection 1 circuit Select the detection voltage in the LVDLVLR.LVD1LVL[4:0] bits.

Set LVCMPCR.LVD1E = 1 to enable voltage detection 1.
Wait for at least td(E-A) for the LVD operation stabilization after LVD is enabled.

al bl w| DN

Enabling output Set LVD1CRO0.CMPE = 1 to enable output of the comparison results from voltage monitor 1.

8.3.3 Monitoring V get2

Table 8.3 lists the procedures to set up monitoring against V y.pp. After the settings are complete, the comparison results
from the voltage monitor 2 can be monitored with the LVD2SR.MON flag.

Table 8.3 Procedures to set up monitoring against V yeto
Step Monitoring the comparison results from voltage monitor 2
Setting the voltage 1 | Set LVCMPCR.LVD2E = 0 to disable voltage detection 2 before writing to the LVDLVLR register.
detection 2 circuit 2 | Select the detection voltage in the LVDLVLR.LVD2LVL[2:0] bits.
3 | Set LVCMPCR.LVD2E = 1 to enable the voltage detection 2 circuit.
4 | Wait for at least td(E-A) for the LVD operation stabilization after LVD is enabled.
Enabling output 5 | Set LVD2CRO0.CMPE = 1 to enable output of the results of comparison from voltage monitor 2.
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8.4 Reset from Voltage Monitor O

When using the reset from voltage monitor 0, clear the OFS1.LVDAS bit to 0 to enable the voltage monitor O reset after
a reset. However, at boot mode, the reset from voltage monitor 0 is disabled regardless of the value of the OFS1.LVDAS
bit. Figure 8.4 shows an example operation of a voltage monitor 0 reset.

] ] ] 1 1
' *3 1 ' 1 1
Vdet0*" : — = :
e ! : |
VPOR™ d i i i i
] 1 ] 1 1
1 1 ] 1 ]
1 ] ] ] |
1 ] ] 1 ]
] ] ] 1 1
1 1 ] 1 1
1 ] ] 1 ]
External voltage VCC —— i i i i i
i ! ! i |
1 ] ] 1 ]
1 ] ] 1 )
_____________ R e
‘ ] . ]
P Power-on reset state J :‘ Voltage-monitor O reset state |
< i > < i >
RES pin i i i i i
1 1 1 1 1
[} [} ) ) [} h
o | H | | |
POR detection signal v ' v i
(active-low) ! ! ' b
1 1 1 1 H
1 1 1 1
LVDO enable/disable i i Setby OFS1.LVDAS | !
signal (active-low) E \ : : l
] ] P
Voltage detection 0 ! ! b
signal (active-low) ___| i i P
E i ) ! ' !
Internal reset signal i tPOR*? 1 tLVDO*? r
(active-low) ! ! < >
1 ' ' 1 1 H
] 1 ] ] 1 |
] 1 ] ] ] .
RSTSR0.PORF E i i i i RES pin reset
— ! E i i T
RSTSRO.LVDORF
Note: For details of the electrical characteristics, see section 52, Electrical Characteristics.
Note 1. Vpog indicates the detection level for a power-on reset and Ve indicates the detection level for a voltage monitor 0
reset.
Note 2. tpoR indicates the period of a power-on reset and t\pg indicates the period of a voltage monitor O reset.
Note 3. At power-on, VCC should be brought to the minimum guaranteed voltage before releasing the POR reset.

Figure 8.4 Example operation of voltage monitor 0 reset

8.5 Interrupt and Reset from Voltage Monitor 1
An interrupt or reset can be generated in response to the comparison results from the voltage monitor 1 circuit.

Table 8.4 shows the procedures for setting bits related to the voltage monitor 1 interrupt/reset so that voltage monitoring
operates. Table 8.5 shows the procedure for setting bits related to the voltage monitor 1 interrupt/reset so that voltage
monitoring stops. Figure 8.5 shows an example of operations for a voltage monitor 1 interrupt. For the operation of the
voltage monitor 1 reset, see Figure 6.2 in section 6, Resets.

When using the voltage monitor 1 circuit in Software Standby, set up the circuit with the following procedures.

(1) Setting in Software Standby mode

e When VCC > V4 is detected, negate the voltage monitor 1 reset signal (LVD1CRO.RN = 0) following a
stabilization time.
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Table 8.4 Procedures for setting bits related to the voltage monitor 1 interrupt and voltage monitor 1 reset so
that voltage monitor operates

Voltage monitor 1 interrupt

Step (voltage monitor 1 ELC event output) voltage monitor 1 reset
Setting the voltage 1 | Set LVCMPCR.LVD1E = 0 to disable voltage detection 1 before writing to the LVDLVLR register.
detection 1 circuit 2 | Select the detection voltage by setting the LVDLVLR LVD1LVL[3:0] bits.

3 | Set LVCMPCR.LVD1E = 1 to enable the voltage detection 1 circuit.

4 | Wait for at least td(E-A) for the LVD operation stabilization after LVD is enabled.*!
Setting the voltage 5 | Set LVD1CRO.RI = 0 to select the voltage monitor | « Set LVD1CRO.RI = 1 to select the voltage
monitor 1 interrupt/ 1 interrupt. monitor 1 reset
reset » Select the type of the reset negation by setting

the LVD1CRO.RN bit.

6 | o Select the timing of interrupt requests by setting | -
the LVD1CR1.IDTSEL[1:0] bits

* Select the type of interrupt by setting the
LVD1CR1.IRQSEL bit.

Enabling output 7 | SetLVD1SR.DET =0

8 | Set LVD1CRO.RIE = 1 to enable the voltage monitor 1 interrupt or reset*2

Set LVD1CRO0.CMPE = 1 to enable output of the comparison results from voltage monitor 1

Note 1. Steps 5 to 8 can be performed during the wait time of step 4. For details of td(E-A), see section 52, Electrical Characteristics.
Note 2.  Step 8 is not required if only the ELC event signal is to be output.

Table 8.5 Procedures for setting bits related to the voltage monitor 1 interrupt and voltage monitor 1 reset so
that voltage monitor stops
Step Voltage monitor 1 interrupt (voltage monitor 1 ELC event output), voltage monitor 1 reset
Settings to stop 1 | Set LVD1CRO0.CMPE = 0 to disable output of the comparison results from voltage monitor 1.

enabling of output 2 | Set LVD1CRO.RIE = 0 to disable the voltage monitor 1 interrupt or reset.*!

Stopping the voltage 3 | Set LVCMPCR.LVD1E = 0 to disable the voltage detection 1 circuit.
detection 1 circuit

Note 1. Step 2 is not required if only the ELC event signal is to be output.

If the voltage monitor | interrupt or voltage monitor 1 reset setting is to be made again after it is used and stopped once,
omit the following steps in the procedures for stopping and setting, depending on the conditions:

e Setting or stopping the voltage detection 1 circuit is not required if the settings for the voltage detection 1 circuit do
not change

e Setting the voltage monitor 1 interrupt or reset is not required if the settings for the voltage monitor 1 interrupt or
voltage monitor 1 reset do not change.
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Figure 8.5 shows an example of the voltage monitor 1 interrupt operation.

|

vee ——
Vdet1

|

Lower limit on VCC voltage (VCCmin)*'

LVD1SR.MON

|

Set to 0 by software

LVD1SR.DET bit

LVD1CR1.IDTSEL[1:0] bits are
set to 10b (when drop and rise <
are detected)

Voltage monitor 1
interrupt request

I

Set to 0 by software

LVD1SR.DET bit

LVD1CR1.IDTSEL[1:0] bits are
set to 00b (when rise is detected)

Voltage monitor 1
interrupt request

1 AL

C

& Set to 0 by software
LVD1CR1.IDTSEL[1:0] bits are LVD1SR.DET bit
set to 01b (when drop is <
detected)

Voltage monitor 1
interrupt request
L

Note 1. When the voltage monitor O reset is not in use, VCC > VCCmin.

Figure 8.5 Voltage monitor 1 interrupt operation example

8.6 Interrupt and Reset from Voltage Monitor 2
An interrupt or reset can be generated in response to the comparison results from the voltage monitor 2 circuit.

Table 8.6 shows the procedures for setting bits related to the voltage monitor 2 interrupt and voltage monitor 2 reset so
that the voltage monitor operates. Table 8.7 shows the procedure for setting bits related to the voltage monitor 2 interrupt
and voltage monitor 2 reset so that voltage monitor stops. Figure 8.6 shows an example of operation of the voltage
monitor 2 interrupt. For the operation of the voltage monitor 2 reset, see Figure 6.2 in section 6, Resets.

When using the voltage monitor 2 circuit in Software Standby, set up the voltage monitor 2 circuit using the following
procedures:

(1) Setting in Software Standby mode
e When VCC > V4, is detected, clear the LVDD2CRO.RN bit (LVD2CRO.RN = 0) following a stabilization time.

Table 8.6 Procedures for setting bits related to voltage monitor 2 interrupt and voltage monitor 2 reset so
that voltage monitor operates (1 of 2)

Voltage monitor 2 interrupt

Step (voltage monitor 2 ELC event output) Voltage monitor 2 reset
Setting the voltage 1 | Set LVCMPCR.LVD2E = 0 to disable voltage detection 2 before writing to the LVDLVLR register.
detection 2 circuit 2 | Select the detection voltage by setting the LVDLVLR.LVD2LVL[2:0] bits.
3 | Set LVCMPCR.LVD2E = 1 to enable the voltage detection 2 circuit.
4 | Wait for at least td(E-A) for LVD operation stabilization after LVD is enabled.*"
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Table 8.6 Procedures for setting bits related to voltage monitor 2 interrupt and voltage monitor 2 reset so
that voltage monitor operates (2 of 2)

Voltage monitor 2 interrupt

Step (voltage monitor 2 ELC event output) Voltage monitor 2 reset

Setting the voltage 5 | Set LVD2CRO.RI = 0 to select the voltage monitor | ¢ Set LVD2CRO.RI = 1 to select the voltage
monitor 2 interrupt or 2 interrupt monitor 2 reset

reset o Select the type of the reset negation by setting

the LVD2CRO.RN bit.

6 | e Select the timing of interrupt requests by setting
the LVD2CR1.IDTSEL[1:0] bits

o Select the type of interrupt by setting the
LVD2CR1.IRQSEL bit.

Enabling output 7 | Set LVD2SR.DET =0.
8 | Set LVD2CRO.RIE = 1 to enable the voltage monitor 2 interrupt or reset.*2

9 | Set LVD2CRO0.CMPE = 1 to enable output of the comparison results from voltage monitor 2.

Note 1. Steps 5 to 8 can be performed during the wait time of step 4. For details of td(E-A), see section 52, Electrical Characteristics.
Note 2. Step 8 is not required if only the ELC event signal is to be output.

Table 8.7 Procedures for setting bits related to voltage monitor 2 interrupt and voltage monitor 2 reset so
that voltage monitor stops
Step Voltage monitor 2 interrupt (voltage monitor 2 ELC event output), voltage monitor 2 reset
Settings to stop 1 | Set LVD2CRO0.CMPE = 0 to disable output of the comparison results from voltage monitor 2.

enabling of output 2 | Set LVD2CRO.RIE = 0 to disable the voltage monitor 2 interrupt or reset.*1

Stopping the voltage 3 | Set LVCMPCR.LVDZ2E = 0 to disable the voltage detection 2 circuit.
detection 1 circuit

Note 1. Step 2 is not required if only the ELC event signal is to be output.

If the voltage monitor 2 interrupt or reset setting is to be made again after it is used and stopped once, omit the following
steps in the procedures for stopping and setting, depending on the conditions:

e Setting or stopping the voltage detection 2 circuit is not required if the settings for the circuit do not change

e Setting the voltage monitor 2 interrupt or reset is not required if the settings do not change.
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vce ﬁ.
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Note 1. When the voltage monitor O reset is not in use, VCC > VCCmin.

Figure 8.6 Example of voltage monitor 2 interrupt operation

8.7 Event Link Output

The LVD can output the event signals to the Event Link Controller (ELC).
(1) Vget1 Crossing Detection Event

The LVD outputs the event signal when it detects that the voltage has passed the V 4. voltage while both the voltage
detection 1 circuit and the voltage monitor 1 circuit comparison result output are enabled.

(2) Vget2 Crossing Detection Event

The LVD outputs the event signal when it detects that the voltage has passed the V4o, voltage while both the voltage
detection 2 circuit and the voltage monitor 2 circuit comparison result output are enabled.

When enabling the event link output function of the LVD, you must enable the LVD before enabling the LVD event link
function of the ELC. To stop the event link output function of the LVD, you must stop the LVD before disabling the LVD
event link function of the ELC.

8.7.1 Interrupt Handling and Event Linking

The LVD provides bits to individually enable or disable the voltage monitor 1 and 2 interrupts. When an interrupt source
is generated and the interrupt is enabled by the interrupt enable bit, the in